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1) Introduction

What is securityProbe 5E Standard with Video?

The securityProbe 5E Standard with Video integrates over 10 years of environmental
monitoring experience with the latest technology to push the boundaries of disaster
protection. Now you can sense and see problems before they lead to business
disruptions.

The SEC 5E is a high speed, accurate, intelligent monitoring device, featuring a
completely embedded host and Linux Operating System. The design is based on our
successful securityProbe 5ES, but with the camera inputs.

How to use this manual

This manual is meant to provide the user with a step by step guide on how to configure
and set up their unit. It utilizes screen shots in an effort to make things simpler for the
user to follow. It is split up into sections that form “mini tutorials”. These cover the basic
set up and common configurations of the unit, and give an introduction to its most useful
features.

At the end of the manual there is a FAQ section that provides some further in-depth
information regarding specific set ups and answers some commonly asked questions. If
you need any further information or help with using your unit then please contact us on
support@akcp.com and one of our technical support staff will be only to pleased to help
you with any information you require.

Package Contents

Your Securityprobe-5E package contains the following items:-
e 1x Product CD
e 1x 5ft Crossover cable
e 1x THSO0O0 with 5 ft straight cable
e 1x7.0-9V, 2.5 A power supply
e  2x Brackets for rack mounting

e 1x Blue quick-start guide.
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Front and rear panels
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Fig 1. Front panel

The front panel has several LEDs which display the units status and notify you as to its activity.

1.

Power LED

When the unit is powered up the power LED will be lit continuously. If the power LED
is flashing then it indicates a problem with the CPU. If you notice this then please
contact us on support@akcp.com

Ethernet LED

The Activity and Link LEDs indicate network connectivity and activity. The Link LED
will light up when there is a network connection present. The activity LED will flash
when there is network traffic being sent or received by the unit.

Status / Online LEDs

These are numbered 1 — 8. They are used to indicate the connectivity status of the
sensors connected to each port. These LEDs also can be used to indicate system
status when undertaking various operations.

A. The LEDs will indicate the progress of an upgrade. The red LEDs will move
from left to right to indicate activity, and the green LEDs will indicate overall
progress of the upgrade. When all the red lights are off and all green are on
the upgrade / recovery process is complete.

B. These lights will indicate if the unit is operating in safe mode. This is when
the unit loads the Operating System (OS) with a minimal set of drivers. If
your device enters safe mode after rebooting then please contact us on
support@akcp.com

C. The unit may enter recovery mode if a firmware upgrade has been
incomplete. This will be indicated by the unit displaying a continuously lit row
of red LEDs. If this happens please contact us on support@akcp.com

Mic

The mic is a small hole for access to the internal microphone. This can be used as a
sound sensor (or an external mic can be used)

Removable SD slot

This slot is provided so you are able to add your own SD flash card to increase the
storage space on the unit. You can install up to a 16GB SD card.
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6.

The on board memory on the SEC 5E is 128MB. This is where the operating system,
sensor data, the unit’s settings, picture and sound logs are all stored.

If the picture and sound logs become full they will then begin to be stored on your SD
card (if one is installed on the unit) automatically.

Expansion Ports

There are two expansion ports numbered from E1 and E2. These are expansion
Ports for connecting either the 8-sensor8 or the E-opto16 expansion units. These are
also used for connecting the CCU or Cabinet Control Units. Please see each of these
separate user manuals for each of these products.

PT4 PT3 PT2 PT1

11] 2]

Fig 2. Rear panel.

The rear panel of the unit is home to various ports and connections. The functions of these are as

follows :-

1.

2.

Safe Mode button. (DOES NOT RESET THE UNIT)
The black tact switch button is used to perform the following functions

A. A single press will announce the IP address of the unit. This is audible
through the internal speaker. It also broadcasts the IP address to the IPset
program.

B. Turns off password checking when accessing the web based interface (hold
down for 12 seconds)

C. To reboot the unit into the firmware upgrade or “SAFE” mode press and hold
in the button for more than 12 seconds.

Sensor ports

There are 8 RJ45 ports numbered from 1 — 8. These are for connecting AKCP
intelligent sensors to the unit.

USB port

The unit is equipped with one USB 1.1 port. This can be used, for example, to
connect a USB GPRS/GSM compatible modem, a USB WiFi dongle or USB
Bluetooth dongle.

Mic Out
This is used to connect an external microphone for voice modem applications.
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5. Audio in /out
The in is used to connect an external microphone, the output for external speakers.

6. RS485 Port
Used for Modbus connectivity. We support Modbus master or slave.

7. Power Connector
This is a 7.5V DC plug. We recommend you using a 7.0 — 9 V, 2.5 A power supply.

8. Ethernet Port
This RJ45 port is used to connect your unit to the network.

©

. External ground (Must Be Used)
The EXT. GND must be used to external ground the unit.

10. BNC Camera Inputs
The 4 BNC camera ports are where the cameras are connected.

11. High Definition Digital Pan Tilt Dome Controller Inputs
This is where you would connect each of the PTDC pan tilt controller cable inputs.
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2) Installation

1. Setting up the IP address

Every unit is shipped with the default IP address of 192.168.0.100 First we will go through
the process of changing this IP address to fit your own network configuration.

Ensure the following items are available to you before starting:-
1. RJA45 CATS5 crossover cable with RJ45 male connection
2. A PC with Ethernet card or LAN socket.
3. Power socket for the unit to connect to

a) Connect the unit via the Ethernet port of the unit to your computers LAN or Ethernet
port with a CAT5 crossover cable.

b) Open a web browser and type the default IP address, hit enter.
C— B —— e i W e e i s el

Type the unit default IP

Google

In some cases your computer might not be able to connect to this default IP address. In
this situation you need to set up your computers routing table to allow access to this. See
the appendix on how to setup this.

¢) You will now be presented with the following screen. The default password for Admin
is “public”. To make your unit secure and change the password.
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AKCP AKCP securityProbe 5ES
Locatore System Location Current System Teme: 07012000 1306:25
Log ln
Usemome | ~ Enter password and username
Paseword | here
|_Logm |

©1591 - 2000 AKCP Ail rigiita resarve,

d) Next the home page will be displayed. It will look similar to this.

AKCP AKCP securityProbe 5SES

Location: System Location Current System Time: 0101/2000 125950

& Semmary Sound Log Nomfication Access Control
Summary So Senzor iformaton

Layoul Setting Hosl Namq 4 Reziling A ¥
Senscr Fmers

Somoy: HostName  w =
System Log ( 2 mess,

Advancad Fitter 20000101 122407 System power-on boot up
* Dispiay Status. 2z 190912731 131145 Systam power-on boot up
+ Display Sensor Trpe Click the “Settings” tab
= Displar Hoet Name
soarch: |
Apply Fitor Cloar Fiter 7

Expand Al Mocules | | Collapse Al Modules |

SystemLog wiibe rebinted n 08 aecs

Relosd Sensorlntenal: [107 secs. [ Apply |

e) Click on “Ethernet network” from the list on the left frame of the page.

Please Note: Even though the screen shots included in this manual will display AKCP
securityProbe 5ES, there are no differences between the securityProbe 5ES and the
securityProbe 5E’s web interface as they are shown. If or when there are differences, these will
be pointed out.
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AKCP AKCP securityProbe 5ES

Locaton: Systom [ ocation
Semmary 3 Sound Log Seasors Nodification Access Control | Applications Help
Ethernet Network
Dofault latorface 71 ygp this intartacs a5 satault gateway

Use DHCP 0
I 1P Address  [10.0587 IL Enter new IP here

Setup.
» Gosoral
= Comnectiity
P 1. Select this option Subnet Mok [256.265265.0
Gateway P Asaress  [10355

Domam Name Server (10155

Corront System Fima: 010412000 12:45:43

Modbus
EMormst MACID  00-0B-DC-00-5A-5C
Ememat Media Mode  100haseTx 1), nagotiatad, link ok
SHMPTrags o p
i =S
Diai-in Modem
Dial-Out Modom 3. Click “Save”
OpeavPi Clieat
Sevial 1o Network Proxy
Server intearation

| & System Admisistrator
T

This page allows the sysiem IF sefings 1o be
configurad centrally by DHCP or manually

Note. The unit ships with DHCP disabled. If you wish to use a DHCP server to obtain the
IP address then see the “Using DHCP” section of the FAQ>
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2. Testing the new IP address with the “ping” command

Once you have assigned the new IP address use the “ping” command to test the unit.
This can also be used as a diagnostic tool in order to check whether your unit is
connected to the network.

) Typa the name cf o pragiem, fads, deoumert, e
Adiainistiatar & Lohermet rescurce, erd Wivdoans wl apen & Fet 3o,

Cpen:  ping 10.1.5.205 -

é st __J My Documents
¥ oy — , :
Q s |4 My Recent Documents » [ | [Bome.
il ) My pictures =
e Photesnep £33 ) My Music
8 My Computer
m Aore Kt Effects ©53 ?‘
= & vy Netmork Places

WE croasit office word 2007

(3 sontoivana
Q ke Player e Sek Progiam Acoass av)
Defaks
[ | Frobes and Fams
| Cantesa Buds @) v and secor

-

d stant = Wekfacds 2 frasze net B caviga €2 nres W searty o b A BemOEaD 0 < F o

After hitting “enter” you will get an MS DOS prompt window that will show the ping results
(as below). If unsuccessful you will get a message saying ‘request timed out”. This
indicates either an incorrect IP address or a unit that is not connected to the network.

B s tare o @ o
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3. Firmware upgrade

Ensure you are running the latest firmware. You will also need to download the latest
firmware from our website ( http://www.akcp.com/company/firmwareupdate.htm ). Log
into our webpage using your MAC address, this is found on a sticker on the base of the
unit. After the download navigate back to the web based interface (units IP address. This
manual will refer to the DEFAULT IP address, 192.168.0.1 you need to substitute this for
your own IP address if you have changed it)

Please Note: The firmware file used for the securityProbe 5E is the same file used to update the
securityProbe 5ES units as it uses the same iMX25 processor.

This tutorial provides you the information needed to upgrade the firmware.
To get to the starting point of this tutorial:
e Login as administrator

e Click on the settings tab

AKCP AKCP securityProbe SES

Location: System Location Current System Time: 01:04/2000 1255850
| @ Semmary Nomfication Access Control Applications Help

Summary Sotting Senzor information

Layoul Setting Hosl Nami & i) 5 Reailing oY StamsaY

Sensor Fers

Sortoy: HostName =
System Log ( 2 messages

Advanced Fiter 200001101 122407 System Power-on boot up
* Dispiar Status 190912131 131945 Systam power-on boot Up
+ Display Sen=or Type Click the “Settings"” tab
= Dizplar Hogt Mame
soaren: |
Apply Fitor Cloar Filtor

Expand Al Mocdules | | Collapse Al Modules |

Zysiem Log wiibe rebaded n 08 aecs

Reload Sensorintenal - [10° secs. [ Apply |

| Sysiog Filers.
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AKCP

Location: System Location

Summary Sound Log Seasors Nostticaton

AKCP securityProbe 5ES

Current System Time: 01:04/200

Access Control Applications

System Maintenance

Clesr Sysiog |
General Clear RRD datalog | Cloar
| Connect
o~ Restore Original Settmgs | Restore | | Keep present network sefting
Etharnat Network r =
Clear All User Dats and Restore Original Settings | Clear | [71 Kgep prasant network setting
i L
Mok Backup Al Seftings To Backup e | Backup
Browsa
Shue Rastore All SoMtings From Backup file  ——————
SHMPT(apg | Restors | || Keep present network setting
support@akcp com
Bluziooth Send Configuration To Support i i3
S | Send | Click here to setup SNTP Seqver
? System Fimmware Upgrade
OnesVPM Cligat System Firmware Check Update

Serial o Network Proxy
s 3. Click “Upgrade”
.l . Click on System Administrator
B il
User & Group Managesmant
| Syslam |
Servces and Security
Spatem Lo
HeanbestMessages

2. Select “System Maintenance"

Go to the Settings page then >> System Administrator >> System Maintenance >>
System Firmware Upgrade Click on the "Upgrade" button, this will reboot the unit into
"safe” mode, or "upgrade" mode.

Microsoft Internet Explorer,

N:.;) This will reboat the device into update mode, Do vou wank to reboat?

[ Ok ][ Cancel ]

Click OK.. After reboot you will be redirected to the safe mode web interface. This can
take some time, so please be patient. The page will display the following message while
rebooting

AKCP

AKCP securityProbe 5ES

Location: Systom Location Current Systom Tame: 02042000 (824:47

Swmmary Sound Log Sensors Hotification Access Control Settngs Applications Help

Firmware Upgrade
| Redootng
I —

B1991 - 2000 AKGP ANl ighs rasen'sd

Once the unit has rebooted you will be viewing the following page. Follow these
instructions.
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(Sate Moda v. 3.

AKCP securityProbe 5ES

BOOT: FRMWARE UPGRADE

Firmware Upgrade

1. Dovwriload e Nrmware e Fom waw,akcp.com on 10 your 10cd Narg gsk
2 et me troare e narme
3| Upgade

Click here to navigate to the upgrads
Click “Uparade file you downioaded from our website

Upgrade statas
Vaiting lo upgrade firmware

After clicking Next, you can browse to the firmware update file (xxxxxx.bin) and click
on the "Upgrade" button on the Firmware Upgrade screen.

After clicking the Upgrade button, the unit will appear to sit and do nothing, please be
patient. If you can see the "Elapsed Time" is still running and in the lower left hand
corner of your browser you will see the "Sending Request" notices this means the
first half of the update process is working properly.

The second half of the update will begin in roughly 7 to 10 minutes. This will show
the upgrade process bar and the percentage that has completed.

You will notice the RED sensor LED's on the front of the unit will be moving from left
to right very quickly.

When the unit finishes updating, it will boot back to normal mode and the web
interface will refresh back to normal after roughly 3 minutes.

You can check to be sure the unit has been upgraded by checking the version on the

Settings Page >> General >> System Description

. 0000@0@@@@0@00@00000000000n0n0nn0n0n0n0n0n0n000n0n0n0n0n0n0n0n0n0n0n0n0n0n0nn0nnononononononnnnnn0n00000000000000000000000000000000000000]
Upgrade status

Upgrading mega firmware ..

This is the second half of the upgrade process. It will take approximately 30 minutes.
When this is complete the upgrade status will say "Complete” and the system will reboot automatically.
During the upgrade process, the red LEDs run from left to right continuously.
The green LEDs show the percentage of the upgrade process.

The unit will then reboot. The process is complete when the LED’s are back to their
“normal” status.
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Please Note: If the unit gets disconnected from the AC power or something else occurs during
the firmware update to cause this from not being completed the unit should boot back to normal
mode after leaving it powered on (NOT PUSHING THE SAFE MODE BUTTON ON THE BACK
OF THE UNIT) and left alone for 30 minutes.

If the unit does not boot back to normal mode or remains with the LED’s circling in a counter
clockwise rotation after 30 minutes the unit is most likely stuck in safe mode.

If this is the case please DO NOT CONTINUE TO PRESS THE SAFE MODE BUTTON ON THE
BACK OF THE UNIT. This will only continue to keep the unit stuck in safe mode.

If the unit does not boot back to normal mode after leaving powered on for 30 minutes then
perform the following steps;

Firmware Update Mode Using LinuxIPSet

Note: Please always try to use the web interface when upgrading the firmware on the units, but if
you are not able to access the web interface then use the LinuxIPSet.

Getting the unit unstuck or back to normal mode;
#1. Power OFF your device.

#2. Connect your securityProbe via crossover cable directly to your computer's network
interface card.

#3. Reconfigure your network interface card's TCP/IP settings (IP Address:
192.168.0.2, Subnet Mask: 255.255.255.0, Default Gateway and DNS: Leave them
blank)

#4. Make sure that firewall programs are temporarily turned OFF or make an exception
for InuxIPSet5.8.1.exe.

#5. Run InuxIPSet5.8.1.exe which can be accessed from your product CD, or found
within the firmware update compressed file.

#6. Click the "Firmware Upgrade" option mode in the LinuxIPSet.

#7. While pressing and holding in the reset button, power ON the unit. Remember not
to let go until you see the text in the LinuxIPSet (Received a request of 'kernel-pxa.img'
from 192.168.0.100).

#8. Check the Link LED. It should turn ON. Wait for the green bar to appear in the
LinuxIPSet after a minute or two.

#9. Click on this bar to access the device's web interface and start uploading the new
firmware to the SD card or to the unit is this is a 5ES.

Note: If your web browser displays "404 not found" or "page cannot be displayed" errors
then try pasting http://192.168.0.100/index2.html directly to your browser's address bar.

Note: If you still have a problem with the upgrade or the unit please contact AKCP support at
support@akcp.com
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Creating A Backup Configuration File

Keep in mind the after you set up your securityProbe unit and have all the settings and
alerts completed you can create a backup configuration file. This file will contain the
configuration of the units settings and also the sensor settings and notification alerts.

These backup configuration files can be loaded on other units as long as they are the
same basic type. For example you can load a backup config file from a securityProbe 5E
onto a securityProbe 5ES unit. You can also use the probeManager utility to push out the
same configuration file to multiple units on your network simultaneously.

However it is not recommended to load a backup file from a securityProbe 5ES or 5E unit
to a securityProbe 5ES-X20 or X60 or a 5E-X20 or X60 unit.

Summary Picture Log / Sound Log Sensors Notification Access Control Settings Applications
System Maintenance
Sjonsral Clear Syslog Clear
System Date and Time
Clear RRD datalog Clear
= Guest Page
Guest Page Video Restore Original Settings [C] Keep present network setting
= Enable Cameras Clear All User Data and Restore Original Settings =) Keep present network setting
Camera Names ‘ Backup All Settings To Backup File Backup ’
Image Size o
PTZ Controller Restore All Settings From Backup File ;]
) Keep present network setting
[= Connectivi
4 support@akcp.com
Ethernet Network Send C To Support
- Send Click here to setup SMTP Server
Wifi Network -
Modbus System Firmware Upgrade
SNMP System Firmware Check Update
Bluetooth
Dial-ln Modem
Dial-Out Modem
Operiing backup.c! e ? ﬂ
OE"VPN Client e h = - "
Serial to Network Prox; You have chosen o open
Server Inteqration K || backup.chy
= System Administrator which i & cfg File
Password Checking from: hitp:/akep.dnsaliss nebB105
User & Group Management What should Firefox do with this fils?
System Maintenance 1 Open with Bipwices |

@ Geve File

|| Do this gutomaticathy for files fike this from now on.

‘ oK ’ Cancel | |

To create your backup config file, you first need to log in to the unit as an Administrator,
then navigate to the Settings page >> System Administrator >> System Maintenance
then click on the “Backup” button as shown in the screen shot above.

You will then browse to where you would like to store the backup file on the PC, making
sure the Save is chosen then clicking the OK button.

You can restore this or another backup file using the Restore All Settings From Backup
File.
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4. Multi-users and groups setup

Login to the securityProbe or securityProbe 5E with the Administrator password, the
default will be “public” if you have not changed this yet.

Click on the Settings page, then System Administrator then User & Group Management
as shown in the screen shot below:

Note: The following screen shots may appear small and hard to read. Please use the

zoom feature in your PDF reader program to increase the size of the page to better view
these screen shots.

Group Setup

AKCP AKCP securityProbe SES

Location: System Location Current System Tume: 02101/2000 09:36:18
Summary Sound Log sensors Notmication Acoss Control AppiKcations Holp

User & Group Management

1 Click “Settings

3. Click the “Groups" tab

Group Name A ¥
Adrnn * Admmistrator Baikl-m account for admintstrator 60
User* Usar Bulitin account for user 60

) T Comnectivity
Sewverinteqration
= Systom ASmImIStatr
Pageword Checking ~ Cannot remove.

r 5.Group Managament . "
2. Cifck “User & Group Mangement’

“Sisiom tsnienanca (] [ Romove, ] [ Propertes ]

Thiz page allows enabling, creation and
changing of thie User and Admin password.
i

B1291 - 2000 AKGP Ail 1ights rassrved

This will take you to the Groups page shown below:-

AKCP AKCP securityProbe SES

Location: System Location Current Sys ne: 0200172000 09:40:16
Summary Sound Log Sensors Notmication e o Appications Holp

User & Group Management

) s

Sewverinteqration

= Systam ABmmistrator
Pageword Checking [ AL N

User & Groun Managament Click “Add”

Thiz page allows enabling, creabion and
changing of the User and Admin password.

i

1291 - 2000 AKGP A 1ights ressnved

Now click on the “Add” button to add your groups as shown in the screen shot above.
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AKCP AKCP securityProbe 5ES

Location: Systom | ocation Current Systom Tame: V2000 094338
Summary 13 Sound Log Sensors Noification Access Control i Sellings Applicationg Help

User & Group Management
Setup

| & Users Groups
* C echi
i Ry Group Setup
Seqverintearation
| = System Amisistrator Group Hame | [System Guost
Password Chocking Dascripeion | [Guest of e system =
User & Group Masagement
Syatem Maintenance
[l M )
% Ussr Managsmant 4 4
Connactiviy £l il
Arm- Lo Systoms. | i}
Haariboat Messaoss
Sonsors and Maps £
" Help. MNotfications i}
Acknowladge Sanzors and Notification &
This pape aliows enabdting, creation ans i Aomons 25
changing of Ihe User and Admin passwora
—— [ canei

©1931 - 2000 AKCP Al righis seserved

Enter your group name for example we have added a group named “System Guest” and
entered our description.

Now check the objects within the web interface that this group will be able to Modify and
View. Then click the “Finish” button to save your group.

AKCP securityProbe 5ES

Current Systom Tane: 02012000 09:45:33
Sound Log Sensors Noification Access Control i Sellings Applicationg Help

User & Group Management

Groep Name & Y [
[ Seqerintearation Systam Guest Guost of the system
|| = svstem Acmisistasor New group shown here
Password Checking | sa || Remove || Properves
User & Group Masagement
System Maintenance
Serices and Securte I —
System Log

Heartbeat Massages
e——
,

Thiz pape aliows enadling, creation snd
changing of INe USer ana Admin passwora

—

©1991 - 2000 AKCP Al 1ighis reserved.

Now you can see the new group “System Guest” has been added to our group list as
shown in the screen shot above.
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AKCP AKCP securityProbe 5ES

Location: Systam Location Current System Time: 0200172000 09:47:07

Summary Map Sound Log Sensors Notification Access Control Applications Help

User & Group Management

# Gamacl

8 e —TTC— meivae
Sarver Intagration ‘System Guest Guest of the system
= System AGministrasos

Password Checking e (nsmore. ) (emperesy)
Usar & Groun Manaaament

System Maintenance |
Sendces and Securit

System Loy

After highlighting the group click "Properties” to modify settings
Heariheot Messnges
——

This page allows enatiing, crealion and
eanging of the Ussr and A&dmin password

D1931 - 2000 AKCP AN righis resemved

If you wish to modify your group settings, highlight the group you wish to modify by
clicking on it, then click on the “Properties” button as shown in the screen shot above.
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User Setup

AKCP AKCP securityProbe SES

Location: System Location Current System Tame: 021012000 0€:48:52
Summary Sound Log sensors Wothcaton Acsess Control * e AppiKcations Holp

User & Group Management

T Comnectiity Group Name A ¥ | Login sessica timeout {minutes)
Serverinteqration Adrmin * Admmistrator Baill-m account for ndmintstrator 60

= Systom Admmistrator User® User Busitin account for user 60

‘Sustom Waintenance L _omove ] [_ Propertes ]

Thi= page aliows enabling, creaion and After selecting “Users’ Click "Add
changing of the User and Admin password.
|

1291 - 2000 AKGP A rights ressnved

Click on the Users tab then click the “Add” button to add the new Users to your groups as
shown above.

AKCP AKCP securityProbe SES

Location: System Location Current System Tame: 021012000 06:54:49
Summary sensors Notmcanon Accoss Control i Appiicatioas Holp

User & Group Management

e
3 Comnectivity User Setip
Server inteqration Enter the user name, password. Gescreption and 1en select Ma membar of tha group
= Systom ASmmIstatr
ek
User &.Growo angazment vservame [Boosmim 7] User Cannot Change Password
ey Password [eeses
Saracesang Secnty Confirm Password  [seses
Syatem Log Descripton  (Gusst
Hearbeatldessanes Login session Smeout (minutes) 60
— = — Member of Group | System Gaesi ~! G040 GIouD SED
Thiz page allows enabling, creation and
changing of the User and Admin password. e [T Click “Finish® when you have completed your
I ——————— S data entry

1991 - 2000 AKCP Al rights reserved

Now enter your User details as shown above. In our example we have entered Bob Smith
as our Guest into our “System Guest” group. We have also added the option so that this
user cannot change his login password. After addition your users for each group click the
“Finish” button to save each user.
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AKCP securityProbe 5ES

Current Systom Time: 020172000 09:57:16
A Control Appi Help

User & Group Management

# Comnectmty Growp Kame &Y | Login 5655109 IMeout {minmites)
Sarver Intageation Admin * Administrator Buill in account for administrator 60
= System AGministasoe User* User Hsitn account for user 80
[_Bobsmn System Guest Guast 50 ]
Password Checking
Usar & Grown Mansgament *Chumol{emave.
System Mamtenance -~
—l Remove Properties.
Services and Securiny —
System Loy
Heartheat Messages

This page allows enatiing, creation and
changing of the User and Admim password

D1931 - 2000 AKCP AN righis resemved

Now as you can see the new user has been entered into our list of Users.

AKCP securityProbe SES

Sound Log 5 A

User & Group Management

et susoran: 27 i :
Sewver inteqration Admin * Admmistrator Baill-m account for administrator 60
= Systom Admmistrator User* User Busitin account for user 60
BobSmih System Guest Guest 60
Paseword Checking
User 8.Grow Managzment * Canaot remove.
Syster Maintananca. e e
Sannces and Security (tag | [ Remove ;'i
System Log After highlighting your user select 'Properties” to modify settings
Heanbeat ldessanes

Thiz page allows enabling, creabion and
changing of the User and Admin password.

£1291 - 2000 AKGP Al 1ights ressed

To modify a users setting, first highlight the user by clicking on it, then click the
Properties” button as shown in the screen shot above.
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5. Services and Security

Active Services Application (disabling)

Notification | Access Control Settings

Services and Security

| Nagios

V| secure Shell

V| Telnet

V| Web Interface (HTTP)

You can enable or disable the Nagios, Video Conferencing, Secure Shell and Telnet
applications running on the unit thus making the unit more secure as shown in the screen
capture above.

Closing or changing ports disabling HTTP and enabling HTTPS

Notification ( Access Control

Services and Security

| Nagios

V| secure Shell

V! Telnet

V! web Interface (HTTP)

porttouse 80 [ Available Port ]

V! Secure Web Interface (HTTPS)
Active Services  porttouse 443 | Available Port |

You can also close or change the ports used to access the units web interface, disable
HTTP and enable HTTPS only.

The "s" at the conclusion in HTTPS stands for secure. This SSL/TLS connection type is

used primarily for high-value sites or ‘pages’, to elevate the potential of being unreadable
by anyone but the end-points.
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One benefit is the traffic between client and the securityProbe is not cached along the
various units as it moves across the ‘Net, and so can’t be accessed by someone after the
connection is terminated.

The SNMPv3 SSL security feature

Notification ( Access Control Settings

Services and Security

| Nagios

Secure Shell

Telnet

Web Interface (HTTP)

porttouse 80 [ Available Port 1

| <€ <

(O

b

V| Secure Web Interface (HTTPS)
Active Services porttouse 443 [ Available Port J

v Simple Network Management Protocol Version 1 (SNMPv1)
¥ Simple Network Management Protocol Version 3 (SNMPv3)
| Serial to Network 5roxy {serznet)

Y| AKCess Pro Server Integration

| Ethernet Watchdog

[ Save ] [ Resetj

Use the SNMPv3 SSL (Secure Sockets Layer) which is the standard security technology
for establishing the encrypted link between the securityProbe in our case and the web
browser. This link ensures that all data passed between the securityProbe and the
browser remains private and integral.

SNMPv3 provides important security features:
* Confidentiality - Encryption of packets to prevent snooping by an unauthorized source.
* Integrity - Message integrity to ensure that a packet has not been tampered with in

transit.
* Authentication - to verify that the message is from a valid source.
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¥) Upload S5L Key - Mozilla Firefox =[Ol x|

I |j | htkp:ff10.1,1. 162 fupload3k, php?PHP3ESSID =521 62 9ed458bedabb? 1 apf4dd3Eeace ﬁ__j

Select g5l Key = I

File : I Browsze... |
Add File

file name must he userkey.pem

Close

Active Security

Active Security

Allow Users to Acknowledge Alarms

Active Security
W Announcement IPAddress When Login

| Save | | Reset |

In the Active Security section you can allow Users who are logged into the units web
interface to “Acknowledge” alarms, which is normally reserved only for the Administrator.

When the unit boots up, it will announce the IP address that it has been configured with.
As an added security feature this announcement can be disabled in the above screen
shot, so that the IP address remains unknown.
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The NAC or Network Access Control security feature

Hetwork Access Control

Network Access Control — © off & on

i 9 Only allow access to the host helow
Access Policy

. Only deny access to the host helow

Allow List

| save | [ Reset |

The NAC or Network Access Control feature allows you to restrict access to the web
interface for only certain IP addresses, or deny access to the web interface for only
certain IP addresses.

6. Setting up a sensor

In this section we will now go through the basic set up of a sensor. We will focus on the
AKCP temperature sensor; however this basic set up process is applicable to all of our
sensors. If you require information on specific functions of a particular sensor then please
download the manual for that sensor from our website, or locate it on your product CD.

a) Plug the sensor into one of the RJ45 “intelligent sensor ports” on the rear panel of the
unit. In this example we will use port 1.

J Reset E€T{i~c
| =

Eth 10/100

PT4 PT3 PT2 PTH

Connect the AKCP sensor to any othe RJ-45 sensor
ports here on the rear of the unit

b) Now point your browser to the IP address of the unit (default, 192.168.0.100). Next
you need to login as the administrator using your administrator password (default is
“public”). You will then be taken to the summary page. This is shown below.
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AKCP securityProbe 5ES

Current System Time: 0210172000 11:12:47
Natication Access Contro Settings Apphcations Help
Summary Setong
Layout Scitng Host Name A Reading A ¥ Stats A ¥
Sunsor Fiters I Temperature Port §
[ Sysiog Fiters | ‘Serors stahos wil b s

Sotty |Date 2]

Mumer of display items per page [10[=

Adoicolttte: ensor Information is listed here

# Dizpiay Log Level

# Dispiar Log Type

# Cspiay Notfication
% Dispiay SensorTIpe
+ Display Senzor Status :

System Log { 0 mes:

__apply fiser | [ Clearfiner | [ Clear Sysiog

SystemLog wi b6 reloaded 1 10 ot

Reloaa Sysiog interval : {10 Becs. Apply

©1391 - 2000 AKCP Al nghils reserved.

The temperature sensor should be listed, along with its current reading and status. If
this is not shown please see refer to the FAQ.

This summary page allows you to quickly see which sensors are connected, their
status, view the system log, and also view footage from any connected cameras. We
will now go through some of the tools the web based interface provides for getting
feedback from the sensors.

¢) Now click on the temperature sensors name (indicated in previous screen shot). This
will bring you to the following page, the sensors page:-

AKCP AKCP securityProbe 5ES
Location: Systam Location Current System Time: 02012000 11:1508
Semmary pdap Motification Access Control Apphcabons Help
Sensor Settings
sensors Meny 7 8
Sensec Ports Auto Sense | M AwtoSense | [ Asosense | [ HAuosense | [ @ Asosense | | HautoSense | [ M AutoSesse | [ 8 Autosense | [ B AutoSense |
Siames [ ] ® [ ] ® ®
Sound Detector
i 2 Onine ® ° ® ® ®
i Power Meter
| s o [ T [
| Hel = = = T
This D300 SNOWS 16 SENGor aTs and their e ne HC e

tespective statue and state.
Gilck on 3 port 10 dispiay of configure s
setinge.

—TTTTT—

Rearm

0@ way to reduice the amount of falsa
WAITIGS When Temperalures are fizquenty
Tuchiating, s to setthe Rearm fazhire
nere.This = Similar 12 e "Comnuous Time" T — 1‘« aLa :" ———
1aahurs a3 It wil e out, O not aliow Satcor suiipEie
acaniona) alefs 0 e Sert if e temperature Threshoid Adustment
Tuckates within the degrae s has Deen set
P Low Critial High Crrical

Normal Setlings Advanced Semings

Coniinuous Tine Setings Miniemn Time Sermings

Sansor Name [nompemronone ] Name of Sensor

24
x

‘10 |20 3 (a0

Contisuous Time for Seasor
One way to sliminate false wamings in an CumentReading  27.0°C
unstadle famperaturs enmwironment is to add
1M in 1= continuoUs time to report eature Statas _ Normal

hese N
Sensor Currently online | |Online / Offiine Status Option
Minimem Time Status
Frevents 1n2 S1anS from MICtuaNG Within the save Roset
§me set Eq Sensar can anly show high i
critical state once within 3 seconds, (Fvalue i3 SetThermostat Online |

setlo 3 seconds

Note: another way of accessing this page is to click on the “sensors” tab at the top of
the page.
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I) Notification thresholds

From this page you can carry out various operations as indicated above. Also view the
current status (normal, low critical, high critical etc). In the screen shot above you can see
the sensor is indicating a temperature of 29 degrees F, and a status of Normal. If you
click on the blue marker arrow indicated above by the “Set the required threshold” label
you can drag this marker to re-configure the thresholds. After dragging the marker click
“save” In the next screen shot you can see that this marker has been moved to make a
new threshold, and along with it the sensor status has changed.

Sensor Name |Temperature Port 1

29°C

b & A& &

Low Critical 0 22§ High Critical H|gh critical value is now

below current reading

Low High
Critical Critical
0 7 |15 |22

Current Reading 29°C

High Critical

Status is now showing
critical

Status

Sensor Currently

If the marker is then dragged back to above the current reading temperature you should
see the status returns to a normal condition again. Note: If this does not happen straight
away press your browsers refresh button.

Sensor Name ITemperature Port 1

High critical value
set to above current

b &

Low Critical 0 41 High Critical reading
Low A High
Critical Critical
0 |4 133 |41
Current Reading 29°C Status returns to

Status Normal § normal again
t
Sensor Currently

If you wish to take a sensor offline then click on the “sensor currently” button. This will
offline the sensor without the need for you to physically unplug it.
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CurrentReading 29°C

Status: _Normal Click this button to
Sensor Currently onine_| | take a sensor offline

Now your page will look something like below after taking the sensor offline.

AKCP securityProbe 5ES

Sensors Notification Access Control

Sensor Settings

Host Name (m- Module
Sensor Ports
Expansion Boards [ sae | [ Reset
Sound Defector
+ Power Meter
Vinual Sensors

1 2 3 4 L3 8 7 e

futo Sonse | M AutoSomse | [ H AutoSemse | | M AsioSanse | | M AstoSanse | [ B Auta Sease @ Asto Sense | | @ Auto Sanse I Auto Sensa
This page Snows the Sensor pomns and Iner 7 = =

165p0TINS stafus ang state Statu ® ® [ ] @ @ ® ® ®
:2;\;23 port 1o display or conligure ns Onbina ® o L] ® [ ] 1) ® @
— [ v p) [ | |
| O E E B EE
N nc NC NC NC nNC NC ne

21991 - 2000 AKCP i righis reserved

The shaded sensor icon indicates that the sensor s offline

To bring a sensor back online, select your sensor type from the drop down menu and
click “save”.

AKCP AKCP securityProbe SES

Location: System Location Current Syatem Time: 02102000 14:26:40

Summary 33 " Notiheation Access Control Appicanons Help
Sensor Settings
| Sensors My 4 5 6 7 e

e astosense W Auwosesse | [ M Auosenss | [ Mawosense | | M pwmosense | [ WAvtosense | [ M Astosense | [ M Autosense | [ @ Auto Sense
‘ Expansion Boards

RS status ® ®

Sound Defector Oniing @ ¢

+ Powar Mater

This page SHOWS he Senser ports and their e e (1 NG NC ne nNe
respacine status and stats
Click on & port 1o display o configuie 18

settngs,

D1991 - 2000 AKCP AN righis raserved.

Select sensor from drop down menu

Done € Irkemet | Brotected Mode: On iy RE v
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Advanced sensor settings

By clicking on the Advanced Settings tab you will then see the advanced settings for the
sensor.

AKCP AKCP securityProbe 5ES

Location: System Location Current System Time: 17/02/2012 17:15:42

Summary Sensors Notification Access Control Settings Applications Help
Sensor Settings
ensonRors Auto Sense [ Auto Sense J [ Auto Sense J [ Auto Sense J [ Auto Sense J [ Auto Sense J [ Auto Sense J [ Auto Sense J [ Auto Sense J
Expansion Boards
Power Meter stats ® ® ® ® ® ® ® ®
Online @ @ @ @ @ @ @
Virtual Sensors

SNMP OID @ @
Get SHMP OID

Nual Temperature ¥
Advanced Settings Continuous Time Settings

Dual Sensors

This page shows the sensor ports
and their respective status and
state

Click on a port to display or

Normal Settings Minimum Time Settings

configure its settings. Units ) Fahrenheit @ Celsius
Rearm |2
Helpful Suggestion
Reading Offset |0
Rearm Data Collection Type | Average .
One way to reduce the amount of
(EERUETTESC D Display Style @ Basic Style ) Gauge Style

temperatures are frequently
fluctuating, is to setthe "Rearm”
feature here This is similar o the Check rate of change () Enable © Disable
“Continuous Time" feature as it
will filter out, or not allow
additional alers to be sentifthe
temperature fluctuates within the
degree this has been setto Popup Windows on Sensor Name

Sensors URL

Enable Graph  © on @ off

Continuous Time for Sensor Open linkin @ Cyrrent Windows ' New Windows

One way to eliminate false

warnings in an unstable . _ _
temperature ennvironment, is to Filter Status @ gnable ) Disable
add time in the continuous time ta

report feature here. Enable Calendar ) on @ Off

Minimum Time Status

Prevents the status from
fluctuating within the time set. Eg "
Sensor can only show high critical Set Thermostat Online
state once within 3 seconds, if

value is set to 3 seconds

Advanced mode functions

Dual Temperature ¥

Normal Settings Advanced Settings Continuous Time Settings Minimum Time Settings

Rearm

|2
Reading Offset II}

Data Collection Type | Average

Display Style @ Basic Style ) Gauge Style
Check rate of change ) Epable @ Disable

Enable Graph () gn @ Off

Units: changes units from C to F or vice versa
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Dual Temperature ¥
Normal Settings Advanced Settings Continuous Time Senings Minimum Time Senings
Units ' Fahrenheit @ Celsius
Rearm |2

Reading Offset |0

Data Collection Type IA?erage :

Display Style @ Basic Style (' Gauge Style
Check rate of change () Epable @ Disable

Enable Graph (7 op @ Off

The Rearm parameter is useful for sensors whose values can vary such as the
temperature and humidity sensors.

It is used to prevent the sensor from flickering between two states. For example if the
Warning High threshold for the temperature sensor is set to 80 degrees and the sensor
were to vary between 79 and 80 you could be faced with a very large number of emails,
traps, and events logged. The Rearm parameter prevents this by forcing the temperature
to drop by the Rearm value before changing the state back to normal. In this example, if
Rearm is set to 2 then the sensor would have to drop from 80 down to 77 before the
status would change from Warning High back to normal.

Reading Offset:

Dual Temperature ¥

Normal Settings Advanced Settings Continvous Time Settings Minimum Time Settings

Units ) Fahrenheit @ Celsius

Rearm IZ
( Reading Offset |{} )

Data Collection Type Imrerage :

Display Style @ Basic Style ) Gauge Style

Check rate of change ) Epable @ Disable

Enable Graph () gn @ Off

The Reading Offset feature Is a calibration tool. If you wish to calibrate the temperature
sensor, for example, you could enter an offset value of 5. This would mean if the sensor
reads 20 degrees then it would record as 25 degrees. This figure can also be a minus
figure (e.g. -5 would show 15 degrees instead of 20)
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Data Collection Type:

Dual Temperature ¥
Advanced Settings

Normal Settings Continuous Time Settings

Units () Fahrenheit @ Celsius

Rearm |2

Reading Offset |0
( Data Collection Type | Average

Display Style @ Basic Style ) Gauge Style

Check rate of change () Epable @ Disable

Enable Graph ©) gn @ Off

Popup Windows on Sensor Name

Sensors URL

Openlinkin @ Current Windows ) New Windows

Filter Status @ gpable ) Disable

Enable Calendar () on @ Off

| save | [ Reset |

[ Set Thermostat Online ]

This refers to the data collection from the sensor and how the data is then displayed on
the graphs.

There are three options for the collection of data. Average, Highest and Lowest. The
default setting is “Average”.

When the data collection type is set to “Average” the output graphs for the daily,
monthly, and yearly all have the same size on the screen. For the daily graph, each data
point on the graph is one data point collected from the sensor. But for the monthly and
yearly graph, in order to display more data into the same size as the daily graph, some
consolidation on the data is needed. One data point on the monthly and yearly graph is
an average of the sensor data in a range.

The maximum and minimum values showing on the monthly and yearly graphs are the
value of this consolidated data and not the raw data over that period of that time.

The When the Data Collection Type is set to the Highest setting then you will get the

graphing output displaying the sensors highest reading. This is the same for the Lowest
setting.
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Display Style:

Normal Settings Advanced Settings

Units

Rearm

Reading Offset

Data Collection Type

Dual Temperature ¥

Continwous Time Settings Minimum Time Settings

) Fahrenheit @ Celsius

Average

‘ Display Style

@ Basic Style ) Gauge Style '

Check rate of change

Enable Graph

Sensors URL

Open link in

Filter Status

Enable Calendar

) Enable @ Disable

) on @ Off

Popup Windows on Sensor Name

@ Current Windows ' New Windows

@ Epable ) Disable

) on @ Off

[Save][ﬁeset]

[ Set Thermostat Online ]

You can keep the sensors “Display Style” in the web interface as the Basic Style which
will be the slide bar type or you can change it to the “Gauge Style” type.

You have selected the gauge style.
This will allow you to manually edit the sensor status color and description.
You will need to save the changes for this to take effect.

0K

] ’ Cancel

When switching to the Gauge Style type you will first be prompted with the pop up dialog

box show above.
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Dual Temperature ¥
Normal Settings Advanced Semings Continvous Time Settings Minimum Time Settings

Sensor Hame |Dual Temperature Port 8

Low Critical Low Warning Hormal High Warning High Critical

4 P o o [0 THE

Current Reading 265°C

Status HNormal

Sensor Currently

[ Save J [ Reset ]

[ Set Thermostat Online J

You will now see the new display where you can set the sensors threshold levels as
shown above.

Dual Temperature ¥
Normal Settings Advanced Settings Continvous Time Settings Minimum Time Settings

Units ) Fahrenheit @ Celsius
Rearm [27
Reading Offset [0
Data Collection Type [ Average [+

Display Style (T Basic Style @ Gauge Style
( Advanced Status Text and Cok)r)|Low Critical

[Low Warning

[Normal

[High Warning

[High Critical

|Sensor Error

Check rate of change () Epable @ Disable
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After clicking on the “Advanced Settings” tab, you can change the text and colors for
each sensor threshold as shown in the screen shot above.

Check rate of change:

Dual Temperature ¥

Normal Sertings Advanced Settings Continuous Time Settings Minimum Time Sentings

Units ) Fahrenheit @ Celsius
Rearm [2
Reading Offset I{}—
Data Collection Type | Average [+ |

Display Style @ Basic Style ) Gauge Style

Check rate of change @ Epable ) Disab;\
Maximum acceptance of change | 10 : %
Period of time |5 : minutes

Direction IBOtII :

Status when exceeds limit High Critical j

Enable Graph ) gp @ Off

When enabling the “check rate of change” feature for this sensor, you can set the rate in
a percentage from 1% to 50% over a period of time from 1 to 20 minutes. You can set the
direction to Up, Down, or Both and you can set the Status when the limit is exceeded to
show either High Critical or Low Critical.

Now you can tie this sensor alert to any notification. This feature is ideal for our
Ultrasonic Fuel Level Sensor to prevent theft of fuel or be alerted to leaks in storage
tanks for example.
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Graphing Sensor Data:

Dual Humidity ¥
Continuous Time Settings

Normal Settings Advanced Settings

Rearm |5
Data Collection Type I Average :
Reading Offset II}

Display Style @ Basic Style ' Gauge Style

Minimum Time Settings

Check rate of change ) Epable @ Disable

Enable Graph @ op O Off
Click here to view graph

Popup Windows on Sensor Name
Sensors URL |

Openlinkin @ Current Windows ) New Windows
Filter Status @ Enable (' Disable

Enable Calendar (7 gp @ Off

In order to save the data from the sensors on the securityProbe 5E you will need to
enable the Graphing feature on the unit. You need to change the Enable Graph to the On
position and click on the Save button to enable the graphing.
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Notification

Humidity Sensor In Demo Cabinet Graph

Auto Refresh (Minutes) 0 Start

Last Update: 7872012 11:36:11 [ Graph Option ] [ Download Data ] [ Clear Data ]

" 45 -
> =
.J-' &
= i
E 40 L fig &
Day =~ -
=
=
(=)
35
14:00 15100 48100 20000 2200 0O0:00 02:00 04:00 0500 0200 1000
Last: 43.6 % Average: 42.1 % Minimum: 35,5 % Maximum: 46.6 ¥
g -
= =i} 2
= =
= 1
= f =
= H1. b
Week T
= !
= H
= /
wed Thu Fri cat Suh Moh
Last: 42,6 % Average: 42,7 % Minimum: 31,0 % Maximum: 55,4 %
g , -
g0 2
2 b £
S e e | i b
Month | = 4 N
m
g
30 .
Week 28 Week 239 week 30 week 21
Last: 42,6 % AVerage: 43,32 % Minimum: 31,0 % Maximum: 55,4 %
oy 50 o
S :
= 45 i
= =
= B
Year T~
= 40
Z

After clicking on the “Click Here to View Graph” link shown in the screen shot on the
previous page you will then see the graphs for the sensor.
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Last Update: 77872012 11:36:11

Notification

Auto Refresh (Minutes) 0

Graph Option ‘ Download Data || Clear Data
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You can download the sensor data to a text file by clicking on the Download Data button
shown in the screen shot above.
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Sensors

Notification Access Control

Picture Log / Sound Log
Humidity Sensor In Demo Cabinet Graph

Start

Last Update: 7/8/2012 11:36:11

- —

Auto Refresh (Minutes) 0

[ Graphoption | | DownloadData | [ ClearData |

=) 38

Opening Humidity_Sensor_[n_Dem_Cabinet_.bl

You have chosen to open

.| Humidity_Sensor_In_Demo_Cabinet_.txt

which is & Text Document (20.1 KB)
from: http://akcp.dnsalias.net:8105

What should Firefox do with this file?

4IHTLI0 401 4 T00LadY

(00 Z2:00 00000 0200 04:00 O6:00 0200 10:00

35,5 ¥ Maximum: 48,6 X

() Openwith | Notepad (default) -

Save File

Do this automatically for files like this from now on.

oK [ e ]

last: 4% B % &usrana' 4% 7 % Minimime

43HILI0 T90L ¢ T00L08Y

Fri

sat sun

Mon

N W Mavimome G5 4 %

Which will display the pop up box as shown in the screen shot above.

Humidity Sensor In Demo Cabinet Graph

Last Update: 7/18/2012 11:36:11

= |

| w Graph Cption - Mozil

Auto Refresh (Minutes) 0 Start

(Gomomion ) (Dovnoatban ) (Giowrowa )

# qnni0ad

akcp.dnsalias.net:E105/ rd Option. phpisensorenu=&sensor_id=478board_inde=N&zsensor_ind

Enable Direct Graph Links @ Enabled

p

A3TLI0 T

(! Disabled

0 0300 1000

00042

43TLI0 Ta01

Day : http:iakcp.dnsalias.ne trrdgraph.php?sensorMenu=8sensor id=47&board index=08
sensor index=48qraphPeriod=0

Week : php?sensorit & id=47&hoard index=0&
sensor index=48qraphPeriod=1

Month : php?sens 2, id=47&board index=08,
sensor inde: raphPeriod=2

Year : php?sensori & id-47&board index-08

sensor index=48qraphPeriod=3

You can also set the Graph Options by clicking on that button then Enabling the graphing

page URL’s as shown in the screen shot above.
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Sensors URL:

Normal Settings Advanced Settings

Rearm
Data Collection Type
Reading Offset

Display Style

Check rate of change

Enable Graph

Dual Humidity ¥

Continuous Time Settings Minimum Time Settings

@ Basic Style ) Gauge Style
) Enable @ Disable

@ on O oOff
Click here to view graph

Sensors URL
Open link in

Popup Windows on Sensor Name
|I|ttp:ffwww.akcp.oomfl.|y Humidity

@ current Windows ) New Windows

Filter Status

Enable Calendar

@ Enable ) Disable

) on @ off

e
The Sensors URL feature in the Advanced Settings tab is the optional Hyperlink URL for

each sensor.

What this feature does is allow you to add a Hyperlink to a sensor, then this link will be
displayed in the securityProbe 5E’s mapping feature for that sensor (see the screen shot
below) that you can then click on to follow the link to say a picture on the web of where
the sensor is exactly or whatever you wanted to link to.

o Unit on SE 5V
on Unit s ®
wnaction State

AL,

3 @
I Deme @

Mo Cabinet
oi I D @

Unit {16 Dry

Unit {16 Dry

- Motion

“Umiler Caginet

20900200 @ @ OCOROOO @
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Sensor Filter Status:

Dual Humidity ¥

Normal Settings Advanced Settings Continuous Time Settings Minimum Time Settings

Rearm |5
Data Collection Type I Average :
Reading Offset I{}

Display Style @ Basic Style ) Gauge Style
Check rate of change () Epable @ Disable

Enable Graph @ on ) Off
Click here to view graph

Popup Windows on Sensor Name
Sensors URL |http:rr\nrww.ah{:p.oomrlu|y Humidity

Openlinkin @ Current Windows © New Windows

Filter Status @ Epable () Disable

Enable Calendar ) gn @ Off

[Sawe][ﬂeset]

The Sensor Filter Status is a a feature that you can Enable or Disable and when enabled
will check the sensor status. If the status of the sensor changes very rapidly, then it will
report how many times the sensor status changed, instead of having 36 separate entries
in the syslog entry.

For example this will report the changes and status once as shown below.
Sensor Temperature port 1 status was Error 3 Times, Normal 2 Times.
This reduces the writing to the flash and improves performance.
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Enable Calendar: If you select this option then the following will be displayed:-

Enable Calendar | & on|O off Cixtus st iaon

A AM PM
1212 3 4567 891011121 23 4567 8 9 1011

SCCCCC O 1 5 o
wonty [ HHEREEN NN
Tuesday I...l..l..l.l..l..llll..
weanesty [ HHHEE NN ENNEEN

5 o |

' (A
sy [ HHEENENE NN

Toqale Working Hours
To Clear/Set, Click Hour, Day, AM, PM, All.
Report N ot To Clear/Set the Whole Hour, Click a Cell.
Report To Select a Minute, Right Click a Cell; Mouse Over will display minute

[ save | [ Reset |

[ Set Thermostat Online |

In our example we wish to monitor an office building between the hours of 7 PM — 9 AM
Monday — Friday only. You can see in this picture we have selected the “Do Not Report”
option for the hours in which we do not wish to receive any notifications or have any
events logged. You change the status of that time frame (Report / Do Not Report) by
simply clicking on the square. This will change it from blue to grey, a second click will
return it to blue.

Enable calendar & on O Off

AM PM

Al 12 1 2 3 4 5 6 7 8 9 10 11 12 |1 2 3 4 5 6
sy | | | | [ | [ [ |
Monday NN
reesay [ N
Wednesday -------|

I
Thursday ---------|
ricy [N
Saturday ]_l_l_l_l_f_l_’_|_|

Togale Working Hours
To Clear/Set, Click Hour, Day, AM, PI, Al
- Report |:| Do Not Report To Clear/Set the Whole Hour, Click a Cell.
To Select a Minute, Right Click a Cell; Mouse Over will display minute offset.
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Continuous Time Settings Tab

Dual Humidity ¥

Normal Settings Advanced Sertings Continuous Time Settings Minimum Time Settings
Continuous Time for Sensor to be in new Status before accepting new Status
High Critical ID
ID
Normal ID
|D
Low Critical ID
Sensor Error ID

The following advanced functions are for setting the time frame in which the system
should delay a notification being triggered when a sensor gives a reading that exceeds
the thresholds (high warning, normal, etc).

Continuous Time to Report High Critical: This helps to eliminate unnecessary
messages during minor fluctuations. You can set the amount of time to delay a
notification of a status change from high warning to high critical. Enter the time in
seconds and press the “Save” button. The amount of time that can be entered is between
0 and 65535 seconds which equals approximately 18 hours

Continuous Time to Report High Warning: As above but delays notification for “High
Warning”

Continuous Time to Report for Normal: As above but delays notification for return to
“‘Normal” state

Continuous Time to Report for Low Warning: As above, but delays notification for
“‘Low Warning” state.

Continuous Time to Report for Low Critical: As above but delays notification for “Low
Critical” state.

Continuous Time to Report for Sensor Error: As above, but delays notification being
sent for sensor going into an error state.

Example: An airflow sensor or humidity sensor may have temporary drops in readings
which are normal operating characteristics; a logical time limit is set to show abnormal
conditions.
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Minimum Time Settings Tab

Dual Humidity ¥

Normal Settings Advanced Settings Continvouws Time Settings Minimum Time Settings

Minimum Time between each Status

High Critical [0
e

Hormal ID—
e

LowCritical [0
Sensor Error |D—

[Save][ResetJ

Minimum Time Status Prevents the status from fluctuating within the time set. For
example, a sensor can only show high critical state once within 3 seconds, if value is set
to 3 seconds.

Using internal Mic as a sound detection sensor

The internal microphone (or an external plugged into the line in jack) can be used as a
sound detector.

This tutorial provides you the information needed to setup the internal Mic as a sound detection
sensor.

To get to the starting point of this tutorial:
e Log into the web based interface

e Click on the sensors tab

a) First navigate to the correct page in the web interface.
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ﬂKCP AKCP securityProbe 5ES

Locabon: System Location

Current System Tima: 02012000 11:34:56
Help

Summary [ Notibeation Ac ontred Settings
Sound Detector

[ seososMem ] Notmal Settinge Advanced Settngs | Cominvous Time Settings Minium Time Settings

Semcr Dot 1. Click Sensors -

Aoplications

Sensor Name  [Sound Detector

2. Click “Sound Detector

| ihelp

This page allows yeuto configure e inbuill Click "Advanced Settings'
microphone as a Sound Detector.

This can hien enable thresholds of loud
nniaes, or 1aCk o1 Nolse. ta YIgger
Petfications

Thresholés ara set using the slidng bar

—TTTTT—

Low Crinical ow Viarmie Normal ah High Critical
Rearm

One way o reduce the amount of falzo o P [0 20 » [0 80 » w00
W3rmings when tamparahiras ars fraquantty

fuciuating. is 10 Set ihe “Rearm” festure "

Nere.This is similar to 1is “Continuous Time™ CurrentReading - %

faalure 35 & will lter out of nCt Skem Status o Status

addbenal aleds lo be senl fthe temparsturs %

fuchatss within tha degres this has daen set Sensor Currently W Offiine

y (WL_FL ]

(save | [ Resst
Continuous Tme for Sansor
ning:

One way

b) When you have clicked on the advanced settings tab you will see the advanced
options presented to you.

Recording Source |Internal Microphone | v |
Microphone Boost (+20dB) @ On ) Off
Microphone Sensitivity 9 ©20 ©40 60 @80 100
Pulselength [0  Millisecond
Rearm I—é— Percent
Data Collection Type WE]

Display Style ) Basic Style © Gauge Style

Advanced Status Text and Color |Low Critical -
|Low Warning |
|Normal =l
[High Warning ]

[High Critical ==
|Sensor Error E={

Enable Graph ) On @ Off

Popup Windows on Sensor Name

Sensors URL

Openlinkin @ Current Windows ) New Windows

Enable Calendar ) on @ Off

| save | [ Reset |

Now lets look at what each of these settings does:-
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Recording Source: Here you can choose either internal or external microphone.

Microphone boost (+20dB): Boosts the microphone by 20 dB

Microphone Sensitivity: The level of sensitivity that can be set. For example, if you set
the level to 80, then the microphone will detect more sound if the level was set a 20.

Pulse Length: This defines the minimum duration of a sound to trigger an alert
notification.

Rearm: The Rearm parameter is used to prevent the sensor from flickering between two
states. For example if the Warning High threshold for the sound sensor is set to 80 and
the sensor was to vary between 79 and 80, a very large number of emails, traps, and
events would be logged. The Rearm parameter prevents this by forcing the signal level to
drop by the Rearm value before changing the state back to normal. In this example, if
Rearm is set to 2 then the sensor would have to drop from 80 down to 77 before the
status would change from Warning High back to normal.

Data Collection Type: There are 3 settings for this parameter: lowest, highest, and
average. Data will be collected for the lowest, highest, or average sound reading
accordingly.

Display Style: Here you can choose the gauge style, or the classic bar style gauge.

Advanced Status Text and Color: Here you can select to change your display text and
warning colors.

Note: As for all the other sensors you can now set up the sound detector to be attached to a
notification. Then when your thresholds are broken it will trigger a specified type of notification.
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7. Expansion Ports

Your AKCP Securityprobe-5E is equipped with two expansion ports. This enables you
connect up to four daisy chains of expansion modules. The available expansion modules
are an eight port intelligent sensor board and an Opto-isolated sixteen dry contact
expansion module. In this section we will go through the basic setup of the sensor. If you
require information on specific functions of a particular sensor or expansion board then
please refer to the relevant manual for that product.

Plug the expansion unit into one of the two ports located on the front panel of the unit.
These are numbered E1 and E2.

securityProbe SESVA Sensor(:ontmi....n_.:-.. 2
5 % - Access Control...

LIRS S pas oo Aot dot e
Status A
Online ® ® ® & & & o o

From the summary page, navigate to the “Sensors” tab. Then click “Expansion Units” as
outlined in the image below:-

Summary Map Picture Log / Sound Log [ Sensors ] Notification Access Control Settings Applications

Sensor Settings

Sensor Ports

« Expansion Port1
- Expansion Port2

Sound Detector Expansion Port1

Ho Video Signal
= Power Meter

Add Meter
Graph
= Demo Power Meter umm q

Phase Line1

Expansion Port2

Virtual Sensors

Click on a port to display
or configure its seftings:

Move E-module Settings

If you need to move your
sensor setting from one
E-module to another,
first connect the
expantion modules, then
simply drag the
E-module icon to the
E-module you would like
to move the settings to
and drop it onto that
E-module.

Please Note: You will
lose your original
settings because this
process duplicates
sensor ID"s which
connot be the same on
the unit.
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Sensor Settings

Expansion Port1

Expansion Port1

Expansion Port2

— —

Expansion Port2

A list of all extended ports will be shown. Each port will display any available expansion
units, these will be highlighted in green. Click the module to be taken to the sensor
settings page.

Notification Access Control Settings Applications
Sensor Settings

Expansion Port2

Ly

i’
E.sensord Expansion Untan SESV Demo Ul Eoplots Expanson Unt 15 Drynputs)  E0pto16 Expansion Unt (16 rynputs)

Map Picture Log / Sound Log Sensors

Expansion Port2
E-sensor8 Expansion Unit on 5ESV Demo Unit
Host Name |E-sensor8 Expansion Unit on 5ESV Demo Unit
Module Status Connected
Module Currently Enable
Filter Status @ Enable ) Disable
1 2 3 4 5 1] 7 E)
Auto Sense [ Auto Sense J [ Auto Sense ] [ Auto Sense ] [ Auto Sense J [ Auto Sense ] Auto Sense J [ Auto Sense J [ Auto Sense ]
SIS @ @ @ @ @ @

Online @ [ ] Q@ 11 i [ ]

3 ¢
=

This will bring you to the page shown above, the extended port sensors page. On this
page you can change the name of the expansion module you can also disable it by
clicking on the Enable / Disable button.

Once you have clicked on the “Dual sensors” tab you will be directed to the familiar
looking notification thresholds page. From this page you can carry out various operations
as indicated in the sensor settings tutorials found on page 42.

Please consult the Expansion Units separate product manual for more specific
information such as the SNMP OID’s for checking sensors connected, how to transferring
settings to additional units, setting up disconnect alerts etc.
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3) Notifications

If you setup a notification you can define the action to take when the sensor gives a reading
beyond your previously set thresholds. This allows you to determine how you will be notified that
a sensors reading has reached the specified parameters (high warning, critical etc) that we
looked at in the previous section.

This tutorial provides you the information needed to setup a notification.
To get to the starting point of this tutorial:
e Login as administrator

e Click the “Notifications” tab

1. Adding a notification
a) First click on the “notification wizard”

AKCP securityProbe 5ES

Current Systom Time: 06012000 10:2293
Sound Log Sensors i Halicaton Access Control T— Jr— Help

Link Sensor To Action
1. Click Notifications tab

Host Nama Sensor Kame Action on Status Acton Name

((creamte_] (e reats Escatsbon

Import sctification from fie Biowse. | [_impon_| [ Expon_|

This Is an oveniew of all confiqured
Sensor Adion Links From here you may
ctreate, 01 and remove SansarAction
Link= Select your desired Sensor Acion
Linias) betore making a chelcs.

Each liné shotsd ba descrpave €9, 2, Click “Begin Notification Wizard
Temperature in Store 1aem = High

Crical Then E-mall Store Room

Wanager.

To disable or enable the noificabons
Withaut having 1o dalats hiam. In ha Link
Serssor To Action lising. just uncheck the
tNECkDOX10 EADIR IhEM Of Chack e
checkbox fo enable them

©1991 - 2000 AKCP AN rights reserved.

b) You will now have the notification wizard page displayed, shown on the next page.
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AAKCP AKCP securityProbe 5ES
Location: System Location Current System Time: 06/042000 10:24:37
Summary Sound Log Sensors f Notmication Access Control Appicanons Help
Create Action
) The Notification Wizard will guide you s1ep by etep through the process of selcting a sensor, creating an action and defining the criteria under
- Baln Holficatlen Viizard Which the Notification wiil ba sent.
| Acton

- &ud Action Plgase seiect an Acton Tipi

| Lik Sensor To Action

Select notification type
Click “Next” to continue

Pleass sslect an Achion Type from the
pull down box. Later your action will be
inked to a sensor and stabus

|
—————

Soand Log.
1931 - 200¢ Tedephoae Call

Please Note: We will now go through setting up a few different ways of notification step
by step. To learn what the other types of naotifications do refer to the separate notification
manuals that can be found on your product CD.
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2. SNMP trap

First we will set up a natification via SNMP trap, so that when your sensor reaches a certain
threshold it will send a notification to your SNMP server.

This tutorial provides you the information needed to setup an SNMP trap.
To get to the starting point of this tutorial:

« Log in as administrator

« Click the “Notifications” tab

« Choose “Notifications wizard”

e Choose SNMP trap

a) After selecting to add an SNMP trap you will need to fill in the following information

Action Name !SNMP Trap 1 _Enter name fOI’ YOUI"

g e SNMP notification
SNMP Trap send port( defaultis : 162 ) |162
[ Enter the IP address

Destination Address [192.168.0.XXX of your SNMP trap
L
Community |public

[ Add Trap Destination ]

Enter community
name of trap

Cancel

b) Once this information is correct you can press the “Add Trap Destination” button. After
clicking this you have the option of inputting another trap, or clicking on “Next”’. Now you
can enter the following parameters:-

Sensors Motification

SNMP Trap Action Wiz

Maximum Times to Resend |0 w

Resend Intervals (secs) |10 10 secs

These parameters set the maximum number of times to send the trap notification and the
time interval between each notification.
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c) After clicking next you will be presented with the following screens:-

Link Sensor To Action Escalation

Board
—

Sensor Sensor Filter

empe e Po Imidity
Motion Detector Port 4

¥ Hu
Humidity Port 2 g Dual Toemperature
Temperature Port 2 ¥| Temporature
[Z] Motion
Select your module \ Select your Sensor
)
| Click “Next”

Normal

Low Critical
Sensor Error

W

)

elect high critical

Action Filter
SHMP Trap

Select the name of the
trap you just created

[ cancel | [ <cBack

Click “Finish”

Advanced Mode >> |

On these screens you can select the parameters for when to send the SNMP trap
notification. In our example we have selected to bind the SNMP trap to the temperature
sensor we have connected on port 1. The trap will be sent when the sensor reads a “High
Critical” and we bind this to the SNMP trap we just created and named “SNMP Trap 1”
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d) Once we have created the parameters for the SNMP trap, we need to make it active.
To do this go back to the notifications tab and it should look like the following:-

| View Motification Log

| Motbcation Anayrer

|

| Heig

Thiz is an overtew of all configured
Sersor Aztion Links From hers you may
creaie, ediland remove Sensor Aclion
Links Salect your desired Sensor Acion
Link(=) befors making a choice.

Each line shoud be desciiptive £.5. i
Temperanure in Stora rom I High
Crifizal Then E-mail Stoce Room
Uanager

To alsabls orenadls tha nosncanons
wilhout haing fo delets hem, in the Link
Senaor To Action i24ng, Just uncheck the
checkbax 10 dSasle INEM of check he
tnecknax 1o enadls them

———

Sound Log

Host Kame

Click “Create”

AKCP securityProbe 5ES

Sensors Notfication

Access Control

Link Sensor To Action

Current System Tame: 06/01/2000 10:27-26
Applications Help

Sensor Mame

ACTON D STATLs

Create || on

Import notiication from re

Biowse

AcTOn Nasme

21967 - 2000 AKCP AN nghts resened

e) Select the sensor and SNMP trap parameters as before

Link Sensor To Action Escalation

Board TEY” Sensof Filter
. Yomperature Port 1 71 Humidiny
. g Dl Temmperature
Temperature Port 2 ‘: Temperature
1= NMotion
Select board
f,}\ Select
) temperature
¥ sensor

Click “Next”

Link Sensor To Action Escalation

Status Action Action Filter
ISND Trap 1 (7] SMP Trap
Low Critical
Sensor Error
A
Select [) 1
high critical / Select action

Click “Finish"
[ cancel | [ =<Back -| Advancod Mode =>_|

f) Now you will see the SNMP trap has been added to our notifications page:-
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Link Sensor To Action Escalation
Board Namea Sensor Name - Action on Status Action Name
Internal RJ45 Temperature Port 1 E:> _ ﬁSNMP Trap 1
[ Create ] Edit | | Create Escalation ] Remove

Note: To remove this trap and make it inactive, highlight the notification and click remove.

You can repeat this process to set up multiple SNMP traps for different sensors, or for
multiple SNMP servers etc.
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3. E-mail

This tutorial provides you the information needed to setup an E-Mail Notification.
To get to the starting point of this tutorial:

« Log in as administrator

« Select the “Notifications” tab

« Click “Notification Wizard”

a) If you select to set up an E-mail notification you will be shown the following page

AKCP securityProbe 5ES

Wme: 060172000 10:20:24

Sound Log Sensors F Hotsfication Access Control Help

Email Action Wizard

| i Choose a message title for your email Action Namo
Baqin Notfication VAzare
| Action
* Aud Action Wil Fromy
| 1 Mas Tol
| Lmk SensorTo Action
e———

e | wanped

Please choose & name for your £-mail
Aclion Descrphya Acion names
neraage the simplicity of the system.

[
| Miew Mofification Log Enter email recipients here Bail £} ‘

Compglete the M3l To, From and CC

faits with comacily formatiad s-mail Cancel | [ mext |
addragses. The Uail To and From fields

ars mar wy Mulipls recinients may be

comma (.} or semvicolon ()

Pleass select Cancel to leave the edit
mode and go back to the men without.
swang.

I

1997 - 2000 AKCP AN nghts reseneg

b) After clicking “Next” you will get a page where you can input the e-mail name and
message. Press the “Customize” button and the fields will re-write in a format that will
allow for an automated e-mail that will display the sensor information.

AKCP securityProbe 5ES

me: 060172000 10:32:26
Sound Log Sensors F Hotsfication Access Control Help

Email Action Wizard

Body |From: Systom Nama(10.1,5.87)

| Time: 10:26:19
* And Action esting Sensor Port 1 on Testing Board is now 80
| = Unat, status is now Hosmal
| Lk Sensor To Action
—TT—
| View Nofification Log

‘: Click “Customized"

This Is & praview of the message that will

e 2801t your reciplentis) The sent |_AuachGragh |
message willindude he details relkent T
1 40UF SENSOF

Clicx Cuslormize o change the formal of I
iz mesgage. The fems in your Cancel | | Back || Mhext |
massage with 3 dollsr sign and AR
parentheses e.0. STIME] reprasentthe

e lime of sending. Pleaze click he

Waco Descnpton utton for a full st

Chick Enadle Picturs to aftach 3 Prture
with your meseage. Select1o attach
gither tha Curren! Picure fom tha
Camera or the most recent Picture.
Stored on the Pichure Log. Salect which
Cameras you would like to us= as the
zeurcs of veur pichurs
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AAKCP AKCP securityProbe 5ES
Location: System Location 5 Current System Time: 06/042000 10:34:15
Summary E Sound Log Sensors f Notication Access Control Appicanons Help
Email Action Wizard

E—TTTT—
| Subject [S{DESCRIPTION] on ${BOARD_DE SC] &= now $[VALUE] |
| Bagin Notification Viizard A R A A AL U e Y e A S
| Body [From: S]SYSNAMEN(SIIPT) 5
| Acton Tiene: S[TIME]

- aud Action ${DESCRIPTION] on ${BOARD_DESC] i now

| Lik Sensor To Actioa S{VALUE] S{UNIT], status is now S[STATUS]

[_proview | [ Restors Detault Macio

| Attach Graph |

Click “Atatach Graph™ it you would like a graph added

Click Custorrize 1o chrange the format of :

fiis message, The Aoms in your | Concet || Back || Mew |
message with a dollar si

parentheses 6.9 S[TIME] sant tha

datao be impated it vou messce ot |
e time of sending. Plaase dick e
Waco Descligion outton fof a full st

Click Enable Picture to altach 3 Pictuie
with your message Sefad o attach
either the Oumrent Picture Yom the
Camara or he most racent Picure
Storad on the Picture Log. Select which
Camaras you weuld ik fo use a5 ta

| scurce of yeur pichdre,

After this click “Next”

¢) Now you need to input your SMTP server address for your e-mail account.

SMTP Server |

SMTPPort 25

SMTP Authentication (O Enabled (&) Disabled

SMTP Server Login name

SMTP Server Password

Timeout |30 Second(s)

[ Cancel ][ Back ][ Next J

Once this is correct, click next.

d) Now, as with the SNMP trap you can select how many times to attempt to resend the
e-mail, and the time elapsed between each attempt.

Maximum Times to Resend
Resend Intervals (secs) |10 10 secs

| cancel || Back || Next |

Click next when you have filled in your parameters.

e) Now link the e-mail we just created to the temperature sensor on port 1.
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Link Sensor 1o Action Escalation
Board o Sensol Filker
(R [ooeceror T 2 iy
p,, ik :7 Dual Temperature
| Temperature Port 2 W Temperahwe
|Select board T
Select
| temperature
/
o Click
Cancel Hoxt >> “Next“
Action Actlon Filter
| s trap
Normal ¥ Email
Low Critical
Sensor Esror

Select email

Select Status \_’/

Click "Finish”

Ccancer | [ <<mack |} [ Fiish [ AdancedMode 2> |

Click on “Finish”. You will now be taken back to the main Notification tab.
f) Click on create

4 Clicktable cell ta toggle selection.

[_cieate [} Edit | [ Remove |

Click on "Create”

g) Create the natification link as before. Then click finish
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Link Sensor {o Action Escalation

Board

Sonsor Filor

Tomporatiwe Poft) ¥ vumiany

EimternotRass b v m 7] Dual Temperature
Select board =it B

[7] Motion

Select
) |temperature

Click
Cancel l “Next"

Link Sensor Te Action Escalation

Action Action Fifter
[ SHP Trap
1 Email

Normal

Low Critical
Sensor Error

- .

Select Status \| Select email
L‘!
/

Click "Finish”

Ccancel | [ <<mack }( Fnish |§[ Advanced Mode >> |

h) You will now be back at the main notification page. You should now see listed our two
notifications, the SNMP trap and the e-mail.

Temperature Port 1 j > _ j > ‘E-* SNMP Trap 7

Temperature Port 1 1 > High Warning 1 > ....‘J Tutorial E-mail

& Click table cellto toggle selection.

As you can see from this page, we now have an SNMP trap set up not give us notification
of a “High Critical”, and an E-mail notification that will activate on a “High Warning”

4. SMS notification

Now, we will set up a notification so that you will be sent an SMS message. This message can be
sent via a GSM/GPRS mobile phone connected via a Bluetooth connection or the USB port.

This tutorial provides you the information needed to setup a SMS notification.
To get to the starting point of this tutorial:

« Log in as administrator

« Select the “Natifications” tab

« Click “Notification Wizard”
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a) From the list of notification types select SMS and click next. You will then be presented

with this :-
Notification ) Settings ¢ Applications
SMS Action Wizard
Action Name [SMS 1 l n DUt a
notification
name
l Phone Number |
I [ Add Phone Number ]
input a phone
[ Cancel ] [ Next ]
number

b) You can now either add multiple numbers, or click next. In our case we will click next.

Current System Time: 31/7/09 17:37:2

Notification ’ Settings | Applications Help
SMS Action Wizard

Action Name [SMS 1

Phone Number List

00639052965214

Phone Number ]00639052965214 C I | C k

[ Add Phone Number ][ Delete Phone Number ]“Ne X tn

Cancel Next

¢) Now we will set up the message that will be sent to the phone. You will see the
following screen.
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Sensors Notification i Settings Applications

SMS Action Wizard

SMS Message |Messaget:
Testing Sensor Port 1is now 80, status is now
Normal From 10.1.5.206

Customized

|
Click to customize macro [ Cancet | [ Back |[ Next |

Note: A macro is a script that returns specific data collected by the unit. In our example
here the macro will tell the notification to contain the “description” (sensor name), the
value (current sensor reading) and the status (high/low warning etc) these macros are
common to all sensor notifications.

d) You will now see that the SMS message has changed its format to include the Macro
script.

Notification ' Settings ' Applications

SMS Action Wizard

From J[$pP)

Text Message §|$[DESCRIPTION] is now $[VALUE], status is now
$[STATUS]

|: Preview ][ Restore Default ] [ Macro Description ]

Message including (o] i et
macro script

Click “Next”

e) Next we will choose to set up the type of connection. This will depend on the type of
modem you are connecting. For the purpose of this tutorial we will assume you are
connecting a GSM/GPRS enabled modem to the serial port. Therefore we will select
COM1 from the list.

Updated until firmware 404u -58 -



VYA | ‘ securityProbe 5E Manual

Notification
SMS Action Wizard

Settings Applications

Mobile Phone Pol
Mobile Phone Port Speed

[ Auto v
IO

 Other(Custom Setup) v/

Delay Times

Select for Initialization String

Initialization String ]

[ Cancel ][ Back ][ Next ]

Choose the connection type you wish to use

f) You will now be able to select the number of times you wish the SMS to be resent and
the interval between sending them.

' Current System Time: 317709 1

Sensors Notification . Settings ' Applications Help
SMS Action Wizard

[ .
Maximum Thnes to Resend \o v C | i C k

Resend hitervals (secs) |10 “ N ex tn

Select number of times t0 [ ~canca | [Back )| hews |
resend and intervals

g) Again we now select the sensor to which to bind this notification too.
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Board Sensor Sensor Filter
(Board 0A000004 | | Temperature Port 1 Humidity
Internal RJ45 [ Motion Detector Port 4 7
Humidity Port 2 Dual Temperature
Temperature Port 2 Temperature
Motion
[ Cancel ] [ Next >> ]
Link Sensor To Action Escalation
Status Action Action Filter
High Critical SNMP Trap 1 SNMP Trap
Ematd Email

Normal sms+

sms

Low Critical

Sensor Error

[ cancet | [ <<Back | [ Finish | [ AdvancedMode>> |

As before, select the Temperature sensor on port 1. This time we will use this notification
for a low critical. Then select the notification name we assigned, in this case we chose
“SMS 1”. Click Finish to finalize this.

h) Now we will add the SMS notification to our active list. This is the same process as for
the others, simply click on create and then select the appropriate parameters.
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Link Senser To Action Escalation

Board 2050 Sensor Filter
[Tomporature vort 1 = I =
T (2 Dual Tempors
ity Post 2 2 = Dual Temperature
Tomperature Port 2 [¥] remperature
| [¥] motion
\
/
s
n] ] gl
Statins Action Action Fiftes
lmm Crmcat SN Trap 1 | [ shme Trap
e ErE I & Ema
4 G;W?ﬁ[&{i - & sms

Sensot Ervoc 5
\
/
II

|

[ cancel << Rack Finish Advanced Wode >>

j) You will now be back at the main notification page. Now the page should display three
types of naotifications, the SNMP trap, E-mail and SMS.

prrr— Ao
_I~.% \

Tenperature Port 1 } _ |:" ) P sune Trap 7
— /
_._J\ r'l,

Tetngperate Port 1 :) High W rinyg r J 122 Yutorial E-mail
—y y
==}

Temperature Port 1 \) Low Warniig } 8. Tutorial sas natific tlons
¥ ;

A Chck 1abde coll 1o toggle sedaction,

(s 3L 2 1L
[ Ty i ( can IR

L

For the purposes of this tutorial we will not cover the set up of every type of notification.
However, with this information you should be able to follow the procedure for the other
types of natifications easily, as they all follow a similar format. If you still encounter
difficulties with this then please contact us on support@akcp.com.
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4) Camera

1. Basic setup

The unit will allow for connection of up to 4 cameras through the video inputs (V1 — V4). In this
tutorial we are going to assume you are connecting an AKCP pan/tilt PTDC camera, and we are
connecting it to port number V4.

This tutorial provides you the information needed to setup the camera functions.
To get to the starting point of this tutorial:
« Connect camera to a video (“V”) port

« Log into web based interface as administrator

a) Once you are logged in you will be taken to the default “summary page”.

’aS‘lstemName-Mlcrosott Internet Explorer E] [ZJ
Flle  Edr  view Favortes Todls Hslp o

eBack A > ) {:] gj _:j /j'Seach :_\ Favorkes (‘;‘! 1‘:' % :a (] __’i gz' ﬂ 3
B Go Links: ™ q:"g >

Contribute B Editin Contribute [ Post to Blog
Admin

AKCP securityProbe

Location: System Location Current System Time: 26/7/09 21:49:18
[ B Summary Map Picture Log /Sound Log Sensors Notification Seftings Applications Help

Camerad [ Sensor Information [
17 Board 0A000004 Board Board 0A000004 - Normal
Board 08000004 Board Board 08000004 - Comected

Internal RI45 Board liternal RJ45 s

Sensors stetus will be reloads=din 07 szcs

(]

Syslem Log ( 1000 messages )

1 2009/0726 21:47:11  Motion Detector Port 4 status is Normal 5
2 2009/0726 21:47:10  Motion Detector Port 4 status is CiRical &N
3 2009/07:26 21:47:06  Wotion Datactor Port 4 status is Nonmal ‘;‘
4 2009/07/26 21:47:05  Wiotlon Detector Poit 4 status is Critical
5 2009/07/26 21:46:50  Motion Detector Port 4 status is Normal
(i} 2009/07/26 21:46:50  Motion Detector Port 4 status is Critical
7 2009/0726 21:46:49  WMotion Detector Port 4 status is Normal

Summary Setting 8 2009/0726 21:46:48  Motion Detector Port 4 status is Critical £
9 2009/0726 21:46:45  Motion Detector Port 4 status is Normal i

-
=

2009/0726 21:46:44  Motion Detector Port 4 status is Critical
System Log wil ke reloaded in 03 secs

Layout Setting
Camera Setting

Sensor Hiters

Syslog Hiters

Live feed from camera Click“Camera setting”

&) Done @ Trustedsites

% AdobePhotwe.. | AT Adobe AFterE... " render molten B siyperi-dac. B & W< aucem

b) You may, or may not see the live image from the camera already. If not then click on
Camera setting and follow the instructions below.

PLEASE NOTE: The ActiveX has been recently removed from the Camera Settings
options in the Summery page, so your screen may appear differently.
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Fle Edi Ukw Favorkes Tods  Heb

(] [ @ P erones @ 3-SR B LJEAK S
v B
AKCP securityProbe

Lrke ® & - combde BIEdRinContrbute 3] Rost baBlag

Location: System Location Current System Time: 26/7/09 21:54:57
= summary Picture Log ! Sound Log Sensors Notifieation Applications Help

Sensor information
it Board OAD00004 Board Board CA000004 =
Board 0BO00DO4  Board Board 0B000004 A Connected
& Intemal RM5 Board Intenal RS :

Senzors stetus wil be rebaded in 07 seca

\
System Log [ 1000 messages )

\ , 1 20000726 21:54:37  Motion Detector Port 4 status is Normal "
" . 2 200007720 215436 Motion Detector Post 4 status is Critical “
: | 1 3 200007126 21:54:35  Motion Detoctor Port 4 status is Normal A
4 20090726 21:54:33 Motion Detector Port 4 statis s Crifical
5 200907726 21:54:28  Motton Detector Port 4 status 1s Normal
6 20000726 21:54:27  Motion Detector Port 4 status is Critical
- 7 200007126 21:5%37  Motion Detactor Port 4 status is Norusal
Lt el | 8 200007126 21:5%:36  Motion Detactor Port 4 status is Critical 74
Layout Setling 9 200907726 21:53:22  Wolion Detector Port 4 status is Normal 7

20090726 21:53:21  Motton Detactar Port 4 stanns 1s Criical
Syaten Log il 06 reloadadin 03 secs

Camera Setting

viewer: O actirg O Applel © JaraSeript
—— i
atar: CoeCie V-— AP Ensure that port V4 is selected

Hetwork: - Fastnatwork  Slow netwon

Choose the reload intervals for
Raload Interval 45005 v &
l——l refreshing the camera feed

[_pan 1 & zoom comror_|

To enable more camera oplions Click hare,

Sensor Fiters
Syslog Fiters

@ Trusted si=s

Helpful hint

At this stage you will begin opening up multiple windows which my obscure valuable
information displayed on the summary page. To prevent this from happening, each
window can be dragged to a new position to accommodate your preferred layout. To
achieve this follow the directions below.

WS s vuau nRC A Uy = wunnan

Sensors status will be reloaded in 08 secs

System Log ( 1000 messages )

1 §2009/07/30 15:01:06  Temperature Port 1is 28 C, status is Normal

2 §2009/07/30 14:59:03 Temperature Port 2 is 28 C, status is Normal

3 §2009/07/30 14:59:03  Humidity Port 2 is 57 %, status is Normal &

4 §2009/07/30 14:58:53 Temperature Port 7 on Board 0A000004 status is Sensor Error

5 §2009/07/30 14:58:53  Humidity Port 7 on Beard 0A000004 status is Sensor Eiror

6 §2009/07/30 13:10:37  Temperature Port 8 on Board 0A000004 is 28 C, status is Normal

7 §2009/07/30 13:10:24  Temperature Port 7 on Board 0A000004 is 28 C, status is Nermal

8 [2009/07/30 02:32:27 Temperature Poit 8 on Board 0A000004 is 29 C, status is High Warning

9 [J2009/07/3002:23:34 Temperature Port 7 on Board 0A000004 is 28 C, status is High Warning —

10 §2009/07:29 18:33:31  Motion Detector Port 4 status is Normal
System Log will be reloaded in 05 secs

Click on the blue menu bar and drag to
your new location

2 Trickad citac
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Summary Picture Log / Sound Log Sensors Notification Access Control Settings Applications

Enable Cameras

= General (| Check Video Signal |]

System Date and Time

erver Port
Guest Page Video HD Digital Camera on 5E SV Demo Unit 809

4 HD Digital Camera on 5ESV Demao Unit (No Video Signal)

[ [ 810 [
Camera Names V3 (No Video Signal) [ [ 811 il
) ) 812 )

Image Si;
mage Size V4 (No Video Signal)
PTZ Controller

= Connectivity

Ethernet Network

Wifi Network

To check the cameras settings in the web interface you first need to go to the Settings
page, then the Enable Cameras page.

You can then press the Check Video Signal button to scan the camera ports on the unit
for connected cameras.

Yideo signal(s) have been detected
Would you like to turn the camera(s) online?

C)ie=

After the camera or cameras are detected you will then see this pop-up message shown
in the screen shot above. You can then click on the OK button.
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Settings | Applications

Enable Cameras

| Check Video Signal |

HD Digital Camera on 5ESV Demo Unit [sos -
HD Digital Camera on SESV Demo Unit {No Video Signal) 210
V3 {flo Video Signal) a1
V4 {No Video Signal) 812

The cameras connected to the securityProbe 5E base unit will now show the check in the
Enabled box as shown in the screen shot above.

Enable Cameras

| Check Video Signal |

Preview

>ra on SESV Demo Unit @ [s0s 1)
SV Demo Unit (No Video Signal) | 1 [s10 ] m
\Video Signal) § = i ]
‘Video Signal) ; 1 I— |

igi \ SESV Demo U... (5ol o
e ) [

e

i

You can then check to make sure the video stream is working by clicking on the

“Preview” button. If the image appears upside down, you can enable the “Rotate 180"
setting to correct the image depending on how the camera is mounted.
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Summary Picture Log | Sound Log Sensors Notification Access Control Settings

Camera Names

Setup

= General V1 Description |HD Digital Camera on 5ESV Demo Unit

System Date and Time
= Guest Page
Guest Page Video
= Enable Cameras s ——

G

V2 Description |HD Digital Camera on 5ESV Demo Unit

V3 Description  |V3
V4 Description |V

Image Size

After your cameras are enabled you can then name then as you require by first selecting
the “Camera Names” link from the Setup column, then renaming the test in each of the
V1-V4 description fields as shown in the screen shot above.

Access Control

Notification Settings

Summary Map Picture Log / Sound Log Sensors

Image Size

@ 320 x 240 Pixel

= General Image size
. ') 640 x 480 Pixel
System Date and Time »
B

Guest Page Video

= Enable Cameras
Camera Names
Q)

PTZ Controller

By clicking on the “Image Size” link in the Setup column you can then change the Image
Size of the streaming video from your cameras to either 320 x 240 or 640 x 480. The
streaming video Image Size will be displayed on the Summery page as shown in pages
61 and 62 above.

Summary Picture Log / Sound Log Sensors Notification Access Control Settings

PTZ Controller

= General PTZ Controller | Off (=]

System Date and Time Internal PTZ Controller
= Guest Page [_ External PTZ Controller

=/ Enable Cameras

e

Camera Names

Image Size
PTZ Controller

If you are using pan tilt cameras or other third party Pelco-D cameras then you will need
to enable the PTZ Controller from the PTZ Controller page as shown above. You will
always normally choose the “Internal PTZ Controller”

Note: The External PTZ Controller refers to an obsolete option where an external
controller could be connected to the unit.
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Summary Map Picture Log / Sound Log Sensors Notification Access Control Settings . Applications Help

PTZ Controller
(= General PTZ Controller Ilnternal PTZ Controller : “

System Date and Time
= Guest Page

Internal PTZ Controller

Guest Page Video PTZ1 Camera Type, Address, Baud Rate | General PTZ Camera [ | |1 [2400bps [ ] | M Return to home Point
= Enable Cameras PTZ2 Camera Type, Address, Baud Rate (U0 28 o157 IZ | 2400 bps [+ ] | M Retumn to home Point

Camera Names

PTZ3 Camera Type, Address, Baud Rate | General PTZ Camera |3 2400 bps M Return to home Point
Image Size Vpe. I E I B E
PTZ Controlles PTZ4 Camera Type, Address, Baud Rate |General PTZ Camera [~ | |4 | 2400 bps [+ | | M Return to home Point

= Connectivity p—
Ethernet Network " M
Wifi Network
Now that the Internal PTZ controller is set, you need to select the correct camera type
from the drop down list as shown in the screen shot above. If the cameras is an AKCP

branded camera you will choose the AKCP PT Camera, if it is another third party Pelco-D
type camera you will select the “General PTZ Camera”.

Note: For more information on the cameras, cable run lengths etc., please refer to the
FAQ section at the end of this manual.
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2. Pan / tilt functions of the camera.

This tutorial provides you the information needed to setup an MMS Notification.
To get to the starting point of this tutorial:
« Log in as administrator

« From summary page select options

a) First, click on the “PTZ Control” button.

| ‘3 PTDC Control - Microsoft Internet Fxplorer i1l = |b'5' | X\
fle  E ew  Favorites  Tea lob /4
@Batk ) E ‘E'j {ﬂ ) search 5‘;‘\(,:5,0,[9 Internal PTDC Controlier

3 Slep
Addrase | ] htepil 10,15, 206 surnmery hp PHPSESSID~64 1471 82Fdfe3ad e—— Camera 4: Lastrefrech 28/7)09 14:1 8: 5] Post ta Biog

3 System Mame - Microsoft [nternat Elorer

7 B17 Ao & o
PanTilt Increment

Direction

Summary Setting

R B

Layout Setting | PTOC Status | Ready | Posmon  Pan: 0% T 35%

-
=]

Camera Setting |
Action Table (1 Action)

Order Camera Name Position X [ PositionY Heold Time (Sec.)
1 Cameia ¢ 78 \ 50 5
\
|

Viewer: O actveX O Applet © JavaScript

Display: [ vt [ vz [ |v3 [Fv4 Omap

Reload Inferval
ILPanLTII & Zoom Comrol J I

To enable more camera options CIEk here.

[
Network® ~ Fastretwork  Slow network }
\
\
i
|
[

Sensor Fiters [ Add ][ Save Aclion ]{ Run Ona Tima ][ Run Continuous ]
Syslog Filters

X

= — z
‘4 start & Inboxforda., | 1)secuityorm. | %8 ) systen Bemcco., BN O sisam

Click on “Pan Tilt & Zoom Control” This window will now pop up

b) Now we can pan and tilt the camera by way of the pan / tilt arrows.
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3 PTIC Control - Micresoft Intermet Explorer B PIDE Control - M ¥net Explore;

Intanal PIOC Controles Intermal PTOC

3&top
L ree—

Pon Tt oy eiment

Use these arrow buttons to pan and tilt the camera
PIDC Status Ready Pesitlon Pan. 0% TiK: 36%

PTDC Statws ~ Rajay [ Pan: 4% TIE 35%

Action Table (0 Acton )
Oree Cammagas ot Position X PosiionY

Hold Titne (Sac.y

| Here we have clicked the right pan arrow, this has »A
d the totheright ————

3 Step
ST T
o)
Pan/Tilt Increment
Positsen Pan  24% Tin 100%

Action Twtde (0 Aetian ) a

Pashion v Hob3 Tne {Sac. By changing this
—This button pansor tilts the camerato its extremis:— > we can control

Here we have tilted the camera upwards to its . how many steps

maximum amount

~/’ the camera
9 pans/tilts in one
L_:@ (_gsvercton_| (_Fun0nerme | [ Run contruouz_| (I i ck Of a

Direction . .
direction arrow

4)

Helpful Hint

You can also pan and tilt the camera by placing your mouse on the video image and clicking the
position in which you would like the camera to face. This is useful when you want to enter the
values for automated camera movements.
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3. Automating camera movements

This tutorial provides you the information needed to setup automated camera movements.

To get to the starting point of this tutorial:
« Log in as administrator
« Select options from the summary page

« Click Pan Tilt and Zoom control

We will now look at creating an automated camera movement. This will make the camera
automatically pan or tilt at preset intervals.

23 PTDC Control - Microsoft Internet Explorer

Internal PTDC Controller

3 Step
B

Pan/iit Increment

Direction

Position | Pan. 27% Til. 38%

PTDC Status | Ready 1
PTDC4
Action Table (0 Action)

Order Camera Name Position X Position Y Hold Time (Sec.)

Click“Add” N

[ add § saveacton | [ RunoneTime | [ RunContinuous |

Q Skype™ - dacs uk Ps  Adobe Photosho...

‘& Inbox For daniel.... @ security_probe_. .,
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b) After clicking on the add button you will be met with the following pages

2 PIDC Control - Microsoft Internet Explorer

Internal PTOC Controller

3 Step

Crre— Calnarat:Lasties

PanTilt Increment

Direction
| PIDC Status | Ready | Posmion | Pan: 27% Tit: 38%
| PTDCA
Action Table (0 Action)
Port 7 Click“Save” after
Posiion X 27 inputting the
PositionY £ desired parameters
Hold Time {Sec.)

r
Carncel

Here we can select the position of the
X (pan) and Y (tilt)

2 PTDC Control - Microsoft Internet Explorer

internal PTDC Controller

3 Siep

' Camars 4: Lastretr
e

Pat/Tilt Incl ement

PIDC Status  Ready [ Posmion | Pan: 2% T 38%

Action Table { 1Action )

Ordes Camera Name Position X Position’Y Hold Timme (Sec.)
1 Camera 4 | 7 38 | i

I w3

1) This motion co:mmand will be shown here

2) Click”Add again 4
.\ iy
Add | Save Action J [ Run Ona Time ] [ Run Continuoug ]
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Internal PTOC Confrolier
3 Step
[ — Camera 4 Last rafre
PanTill Increment

(<] <2 > 1> Loim O
. :

o k) |

Ditection

| PTOC Status | Ready

PTDCA
Action Table (1 Action )
I —
Posttion X 136 \
Position Y 35 |
Hold Time (Sec.) ]
[ Cancel | Sae |

By clicking on the image we now have new
coordinates. We have panned the camera 36
and tilted 35

8 iTunes

Position | Pan. 38% Tl 35%

securityProbe 5E Manual

Repeat this process as many times as you wish to automate the cameras movement so that it
covers the area you require too monitor. In this example we have added three different positions.

Order | CameraName | PostionX Position¥

| Hold Time (Sec.)
1 | Camers 4 | 0 a |
|
|

2 | Camerad | 36 35

After adding several
movements click “Save
Action”

Continuous” and you
should see the camera
run through the
preset coordinates

| procs
Rction Table (2 Action )

After clicking “Save Action”, click on “Run Continuous”. This will start the script running. You
should then see instant feedback from the live stream in the camera window as the camera pans

through these positions.
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4. Recording from the camera

As the ActiveX has been removed from the Camera Settings page, to record from the camera
please use the Java option. The web interface will direct you on how to do this. For this tutorial
we will assume this is done.

This tutorial provides you the information needed to setup the recording from the camera.
To get to the starting point of this tutorial:
« Log in as administrator

« From summary page select options

a) Select the Java Script as the mode of display.

% | System Name - Microsoft Internet Explorer
Eile  Edit Wiew Favortes Tools Help zm

@Back ol = | [ﬂ [g] »;\J /'-’ Search f::/Favovites @ [:v A _,J gz‘ ﬁ 3

€] hitp:{/10.1.5.206 sumnary, php?PHPSESSID=641147162idfedaat402d1 JecaadStic v} Blce s > & - copibute BIEdRtn Contibuta [ Fost to Blog

Admin ~
AKCP AKCP securityProbe

Location: System Location Current System Time: 28/7/09 15:09:54

B2 Summary Map Picture Log / Sound Log Sensors Notification Setlings Applications Help

ActiveX Camerad > Sensor Information

# Board 0A000004 Board Board 0A000004
Board 08000004 Board Board 0B000004 - Connected
% ItemalRM5  Board internal R45 -
Sensors status will be relosdedin 05 secs
System Log ( 1000 messages )

1 200907/28 15:10:05  Motion Detector Port 4 status is Normal =
2 200907/28 15:10:04  Motion Detactor Port § status is Critical =
3 20090728 15:10:02  Motion Detector Port 4 status is Normal

4 | 200907/28 15:10:00  Motion Detector Port 4 status is Critical

: - 5 | 20090728 15:09:53  Motion Detector Port 4 status is Normal

Jul 25, ZO0REEE— 5 | 20090728 15:09:52  Motion Detector Port 4 status is Critical

7 | 20090728 15:09:51 Motion Detector Port 4 status is Normal
Setup | Record | 8 | 20090728 15:09:49  Woton Detector Port 4 staws Is Critical v
romte ———| 9 20090728 15:09:29  Motion Detector Port 4 status is Normal i [
L . 104 20090728 15:09:28  Motion Detector Port 4 status is Critical

Summary Sotting Requesting data...
Layout Setting 5 . 5 . .
T After selecting ActiveX you will see you video window change to
Sel . this
iewer I @ activex W davasert ect Java Scrlpt
Display: | w1 | w2 | 1v3 [Mvd [mMap
Network : & Fast network O Slow network
Reload Interval :
[ Pan Tilt & Zoom Control |
To enable more camera options Click here.
Sensor Filters |
Syslog Filters | e
& Dore @ Tousted sites
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Qe - ) 3 l;] ’_.1 ) search »{';Favo.ixe; & (- _; l-% FLIEE 3

Address !Qhup:”ml.s. f e D641 4 di3aeanssie viEGo nks * @ - cobbute BEdtn Contribe [FjPosttoBloy
oca o LoCan0 " 2814 1Y -t
o p og ! Sound Log 0 dooRacorde 050 ot Exp =
Fle Edt Vew Fevoites Teols  elp [
Board Name - = o » a
% Boardononooosf | O [ B @] P ‘
B0ard 08000004 §| | #crecs [ @] hitp f10.1.5.206/cp8, Bco tnes > &« Connactod
i loternal RM45 Cortrbure [ElEdin Coners ) Post to Blog sor Erro
~
Tt 1 20000728 15:2136)
2 200007728 15:2134 ‘ l
3 2009407128 15:21
e 1 20000728 15:21 |
5 200907128 1521 |
6 20000728 15:21
7 200907128 15:2121|
Setup Rosrd 8 200007:28 15:21 7 ‘
= 7 9 20000728 15:21 =
10 200007128 152139
Summary Sotting
Layout Setling I ‘
Lamara Satting Record | Setun Record Test 7l
Viewer: & activer O applet () JavaScript &] cono @ Truscod sices
Displag:  Ivi | Iv2 | 1v3 Mva ClMapn
Metwork: (3 Fastnetwork O Slow netwnrk =
Click “Record” o .
Reload interval: {556 This window will now appear
- n) ]

@ Trusted sites

o'n - dazs Ul b Adobe Phocoshep o 3 intemnctEvplver - B @ ke o BB ¢ Loizz AN

£]Dore & Trusted sites
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¢) Now we need to set up the capture parameters. Click on “Setup Record Test”

3 Video Recorder - Microsoft Internet Expl... [:]@
B
R )

File Edit VYiew Favorites Tools Help

>»>

1\_/) \_J \ﬂ @ ‘_h /:) Search
&l httpyf10.1.5.2060p5 v | (g Go  Links > & -

Contribute  EEditin Contribute  [£) Post to Blog

Address

~

Click “Setup Record Test”

Record I Setup Record Test [Click to activate

1) @ Done @ Trusted sites

VIDEO RECORDING

Select the folder in which you wish
your video to be saved

Save video clips to [ C:\Documents and Settings\admi  Browse

™ Record every received frame

2 seconds per frame

;"‘ f i ; 3 2 53 sec v]
Approximate disk space limitation: 512 MB Here yOlI can seleCt hOW mUCh dISk
f 512 = me space you wish to, length of time
Time limitation: 1 hrs and what to do when this limitation
TR RN 60 == Mir is reached (replace oldest clip or
After limitation condition is met, StOp reco rding)

* Replace the oldest clip ¢~ Stop recording

Save I

Ver, 3.0.17.0, Apr 9, 2008

2)
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d) To begin capture, simply click on “Record”.

A Video Recorder - Microsoft Internet Expl... E]@
e
i

File Edit Yew Favorites Tools Help
— p— == »
K Bact ) lﬂ \gl , h P ) Search
Address | @] http:j/10.1.5.206jcp8y ¥ | g Go  Links ” @ ~
Contribute B Edit in Contribute  [£3) Post to Blog
Press '‘Record’ to start. 4]
Click “Record” to begin capture
Setup Record Test T
¥

Note: If you wish to record, and run the automated camera movement sat the same time, start the
automated camera movements from the “PTZ Control”
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5. Picture Log

The camera can be used to automatically log a photo and send it as part of a notification.
Continuing our example of setting up the temperature sensor in this part of the tutorial we are
going to use the camera to capture an image from 2 seconds and 1 second before and 2 seconds
after the event. The event will be when the temperature sensor reading is at “High Critical”.

This tutorial provides you the information needed to setup an MMS Noaitification.
To get to the starting point of this tutorial:

« Log in as administrator

« Select the notifications tab

« Select notification wizard

instructions)

« Choose picture log as the notification type (follow previous notifications wizard

a) Once this is done you can add it to the active notifications so your page should now look like

this:-

2 System Name - Micresoft Internet Explorer

B3 Edt vew Faotes Toak  Hep o

ok -

AKCP AKCP securityProbe

Location: System Location Current System Time: 28709 15:53:07
Summary Map Picture Log { Sound Log Sensors Notification Sotlings Applications Help
Link Sensor Te Action

Link Sensor fo Action Escalation

i- Noll';alo" Muu;

Board Namne Sansor Nane | | Action on Status -
) K
R Tamprswarots | © [ [ ) Sowein
Y —
| create | [  Edt | [ CreateEscalation | [ Remove |

This 15 an overviews of 311
configured Sensor Azbion
Links Fram hara you may
creats, edit and remove
your desired Sensor Action

Link{s) hefore making 3
choice

Esch line should be
descriptve. E.9. 17 : N ” g
Temperaiure in Slore fmom Picture IOg added to notifications list

15 High Cnbcal Then E-m3ail
Slore Room Manager

_ "

& e @ Trusted skes

As you can see from the screen shot above, we have set the picture log to be created when the

temperate sensor is at a “High Critical” state.
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b) Adjust the notification thresholds in order to trigger a response. This has triggered the picture

log notification.

3 System Name - Microsoft Internet Explorer

Fle Eck Yew  Favertes Tods  Heb ar
OO HRAG P i @ 2-5R 8 JAKS

] bt 10,15, 206 cpBJeverks hp v|Byce s ™ @ - | cortrbue BIEStinContdbuts [FPostto e

Adimin
AKCP AKCP securityProbe

ation: System Location Cunrent System Time: 28/7/09 16:10:33
nmary Map Picture Log [ SoundLog Sensors Notification Settings Applications Help
summary of Events (1 events)

| Tmeidimmiy) | Hoard Name Sensor Name | Reading
Nimbay of Gupisy esas pey -1 2800700 16:10:06 Intornal RI4S Temparatuwe Part 1
page 10
Advanced Fltes 2
4 Display Sensor Type 3 A
@ Display Sensor Status 4 : 5 5
\Aesle P, J 5 Here you can see that the temperature sensor on port 1
[ Clear Fiter | | Downioad | L) has triggered a picture log notification
8 ./,‘
a .
/
10 - - - - - -
D597 - 2009 AKCP Al righis reserved.

Click the “Picture Log" tab Click “view” to see pictures

& & Truded atac

c¢) Viewing the logged pictures.

3 Systom Mame - MicTsnf] e st Ceplorar
Pl EAU Ve Pacrss ek i >

Ouw- QO HEG Pus dronws @S- W 3E 8
B
AKCP securityProbe

Cuttwns Sysiorm |wvm: N7 1500
B Powels E— Nesteatice . Apphcatiens Hel
Evant Detail

AOROT 1581 13 1 Tamperaie T

AROT 150115

TRIET 150 41 1E0RT 150092 TARMET 150113

L AETR

[ siwder | [Cwbex | [hemm - |

06T - HODT ACLR AN 0 maanea

£ Coe. A Trusked ks

i swrrtypyebe e [T e s B0 Sy e

Form here you can see there is a series of images. These have been taken at the preset time
intervals, before and after the event. These parameters were set up in the notification wizard

previously.
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6) Mapping
The mapping feature allows for an instant visual feedback as to a sensors position, and status. It
is a useful monitoring tool for a set up with several sensors in different positions.

This tutorial provides you the information needed to setup the mapping feature.
To get to the starting point of this tutorial:
« Log in as administrator

« Click the “map” tab

1. Adding a map

a) First we need to add a picture file to be used as the map. This can be a blueprint of your office,
a 3D picture of your office/site being monitored, or a photo of the wiring closet you are monitoring.

/AKCP AKCP securityProbe S5ES

Location: Systam Locatics Current Systom Time: 060172000 10:37:35
Summary Sound Log f Sensors Motdfication Access Control Applications Help

Sensor Map [ Untitied 01]

No Map Uploaded

+ Module GR00DT 64
i Main Module

Please upload map file.

i/}

Place limks on map: Pras= the Urlack sutton
then drag the Sensor oc Sud Map iink on to the

map

More information. Left on Sen
display real lime sens
Display @ map containing the Sensor Prese 5 v
tha 5an20r dE3CTEION On 1he K LM, 100.00 %
O ———— Zovonin, ] [ Zeomou c.Fitoocsen och
Refresh Map Sensors Interval {sec) |5 Apply

b) Now you can browse to the file on your HDD you wish to use.
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Please select a Map picture to upload.
JPEG or GIF format (Maximum 512 kB).

Upload new Map I Browse...

Click “Browse” to navigate to your selected file

¢) In this tutorial we are going to use a 3D map of a town center we are monitoring.

AKCP securityProbe 5ES

02 06012000 10:559:45

Sensors Notdfication Access Control

Sensor Map [ town center |

Sound Log

Map uplonded successhlly.
Piaasa entar the Map Hame

Enter Map Name Choose your map name

Place finks o mag: Prass e Uniock tullan, < —
then drag the Senzar or Sut Map link on to the Back Hext |

map.
Wors miormation. Left click on Sensor icons 1o Click “Next"

szt I
Display 3 map contaming the Seasor Frass

e sensor descripion on ihe iafl column

D1931 - 2000 AKCP Al righis reserved.

d) Choose to have the map as a top level map.
Sensor Map [ campus map ]

Map Wizard

This Map can be assigned as a sub-Map or as a top level map.
Please assign parent map for this map.

L mlesie e

==
I Select Parent Map | Setas Top Level v |

Back Next

Click “Next”

Set map as top level

e) You will now have the option to finish or to continue adding your sensors to the map. For this
tutorial, click next.
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Map Wizard

Map added successfully.
Click Finish to close this wizard or click Next to continue to Sensor Adding Wizard.

f) You will now be taken to the map page where it will display your map. To continue adding the
sensors click next.

AKCP AKCP securityProbe S5ES

Location: System Location Current System Time: 06012000 110222

S Sound Log Sonsors Hotmcation oSS Settings APDIatoRs

Help

Map List
town center

Onine Sensors
| '+ Module 0AD0DT64

Place hmks on map: Prass the Urlock dutton
then drag the Sensol o Sub Map linon to the

map Thic wizard wil guica you 1o tha rest of the Sossors addng process.

More iformation Left cick o Sensof icons o

spiay 183l IME 38nsor o3ta. Chick the Next button to continee. i ~
| Display a map contsaing the Seasor Press Click “Next

tha senscr descripton on the jeft column.
=_ (gmece

g) After clicking next you will be directed to click the “Unlock” button.

AKCP AKCP securityProbe SES

Location: Systam Location Current System Time: 06/012000 110402

S ry SOns0rS Hotfication 5055 OO Appicatioas Helo

Map List

| town ceatsr
E + Module 0ADOD764
+ Main Module
| s

w.Nap ES)

Uniock This Map
Cure OF This b

Click “Unlock™”

Place heks on map: Prass e Uniock dutton,
then drag the Sensol ¢ Sud Mag linon to the
| map. The round cirdia icons in the upper kit represeat the Onlme Sensors.
More information: Left cfick on Sensof icond 1o AT seasor icons are locked by default. To move and place the sensors into the mep, press e Unlock button.
dispiar real tme 38ns0r 631,
| De=play 3 map contaming the Seasor Press
tha senscr descripton on the jeft column.

CHck the Unlock button o continue

[ Cancei_] [_sian ]

You can now drag sensor icons and position them on the map
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AKCP securityProbe SES

Current System Time: 06012000 13:00:20

Sound Log G015 Hotmcation 855 Co Sotngs Appicatioas

Sensor Map [ town center ]

Help

Sensar Auding Wizard

Drag and drop sensors to your map

Sensor icon i naw piaced, To provent the accidental mevemant of tho ico. Sensor can b locked.

Place inks on map: Prass the Uniock sutton

tmen drag the Sensor o Sus Map ik on 1o the Pross the Lock button ta continue

map. —
Moro mlormation Lat click on Sensor icons lo |_cancel
Qispiay real time sensor o3ta.

Dtsplay 3 Map contaming the Sesor Fress
the sensor descrpion on the isf column

i) After you have positioned the sensors in the correct location of your map click on “Unlock”

AKCP securityProbe SES

Current System
A ontrol

Sensor Map [ town center ]

Sensar Aiding Wizard

Click here when sensors have been
placed

Semsor icon is now placed, To provent the accidantal movemant of the icor, Sensar can bo locked.

Place links on map: Prass the Uniack button
men drag the Senaol or Sud Map link on 1o the.
map.

WMore mformation. Left chick on Sensor icons lo
dispiay real ime sensor data.

Pross the Lock button to continug

Display 3 map contaming the Seasor Press
the sensor descrpion on the lek column.
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j) Finally you click on the “Finish: button to save your changes

AKCP securityProbe SES

Current System Time: 06/01/200
Sonsors Hotmcation Actess Control APpIatoas

Sensor Map [ town center ]

Map List

= Module 0A0OD764

Sensar Aiding Wizard

You hava complotad the sansor sdding wzard

Place inks on map: Prass the Uniack dufton,
e drag the Sensol or Sun Map link on 15 the Click Finish to save the change and closa this wizard Click here to finish

map

oo miormation: Laft click on Sensor icons to Cancel_|

dispiay real ime sensor data.

Display 3 map contaming the Seasor Press
the sensor descrpion on the lek column.

2. Monitoring via the map interface

Now we are going to look at how to monitor the sensor status and use the map interface.

a) To see further information regarding a sensor you can click on its icon. First you must click on
the “Lock Icons” button.

AKCP securityProbe SES

Current System Time: 06011200
Sonso1s Notmcaton Access Controd Appicanoas
Sensor Map [ town center ]
Map List

| towm center

| & Module 0000764
| & Main Module

| Add Now Map ]
Unlock This Map

c2 of This Mup |

[ Prace hnks on map: Prass ihe Uriock butlon == = 4 Type Dzl Humksty
then drag the Sensol o Sub Map link on 1o the 3 RS
map.
s st 358 B o~ [t g
disptar 183l M 3anor a3ta. 2 » 9,53

| De=play 3 map contaming the Seasor Press Status Nomal
the sensor descripton on the Jf column. Sl | sensorconia

Icon Settiogs

\ Rafiech Map Sengore Interval (sec) (6 Apply |

If you connect other sensors, these too can be dragged and positioned on the map.
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6) Filters

1) Sensor filters

The module now comes equipped with the option to filter your sensor information which is
displayed within the summary page. To enter the filter menu, select “Sensor Filters” from the
dropdown tab on the left of the page:-

AKCP securityProbe SES

Current System Time: 06/01/200
Sounil Log Hotfication Al 9 Appacations Hal

Sensor nfornmation
Semaon Hame AY | Rending &Y

_Sensorfiters.

Sot vy [HostName v

3 Module 0AD00764 Module Module 0AQ00764 - Hormal
Seraors alalus wil b6 189088 1t 08 5ece

Advanced Filter Systam Log { 33 mossages |
# Digplay Status 1 200010106 10:43:04 Temperature Port 8 is 27.5 °C, status ia Normal
+ Displar SensorTyps 2 200001106 10:38:16 J ,
% Dispiar Host Nama 3 2000010610:41:59  Dual Temperaturs Port 8 on Module CADDO7A4 i 26.0 °C, status Is Normal
Search: [7 4 20000106 10:11:58  Dual Humiddy Podt § on Module DADDOTES 15 56 %, siatuy is Normal
5 2000006 10:11:55  Modula GADTO764 15 snablad
_— 6 200001:0610:08:23  Module 0AQDCT54 Comnection State on Module 0A000764 status is Hormal
Appiu IR Sl ERag 7 2000010610:0328  Module 04000724 is disabled
- 8 2000M106055501 Tamperaturs Port B 5 27.5 °C, status 1s Normal ¢
__Expand A Modules | | Coliapse Al Modules | S ANMNS 1A ES i f
10 2000010510:31:42  Temperature Port 8 i 27.5 °C, siatus i Normal 2
Reload Senzorintenal - [160  secs. [_Apply | 3ystem Lag wi ke reloaded b 12 3ecs
Click here to view filter options

@131 - 2000 AKCP All ANtz resenved

Once you have clicked the tab you will be able to select your filter results by altering various fields
of information contained within sensor filter window:-

“ Sensor Filters

sort by ||HostName || === Sorting options are found here

Advanced Filter

@ Display Status Select various options to customize

[+ Display Sensor Type - . z
e Dispiay st Narms your viewing window data

Search: |

| Apply Filter | | ClearFilter | Click here to save your changes

| Expand All Modules | | Collapse All Modules |

Reload Sensor Interval : |10 Secs. Apply
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Altering your page reload interval can be achieved by using these options shown below:-

teload Sensor Interval ; ]10 secs_l Apply | To alter YOLF reload time,
| enter a new value here

Once you have selected your preferred filter options, your new settings will be displayed in the
“Sensor Information” window found on the summary page:-

AKCP securityProbe SES

Sound Log
Summary Seting

Layout Settng
_ Semsorfuters _

S6ra0rs alalus wil b6 1809088 14 10 sécs

Advancad Filter Systam Log { 33 mosrages |

# Digplay Status 1 200010106 10:43:04 Temperature Port 8 is 27.5 °C, status ia Normal
+ Display SensorTyps 2 200011106 10:38:16 ‘ »
 Display Host Name 3 2000010610:41:59  Dual Temperaturs Port 8 on Module GADDOTAS s 26.9 °C, status is Normal ourchanges:are displayued hers
Search: [7 4 20000106 10:11:58  Dual Humiddy Podt § on Module DADDOTES 15 56 %, siatuy is Normal
5 20000106 10:11:55  Modula 0ADTG764 15 snablad
—_—— 6 2000010610:08:23  Module 0AODC754 Connection State o Module 0A000764 status is Hormal
Appiu IR SleacrRIeC 7 2000010610:03528  Module 04000724 is disabled
- 8 2000M106055501 Tamperaturs Port B 5 27.5 °C, status 1s Normal ¢
_ Expend At Modules | | Coliapac MiModuies | | o Socomtios 164852 i £
10 2000010510:31:42  Temperature Port 8 i 27.5 °C, status i Norma) 2
Reload Senzorintenal - [160  secs. [_Apply | 3ystem Lag wi ke reloaded b 12 3ecs

@131 - 2000 AKCP All ANtz resenved
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2) Syslog filters

Syslog filters enable you to customize your syslog window. To begin select the “Syslog filter” tab
found on the summary page:-

 Syem Nome  Wdops ot Eplorsr, VNI e SV S e e o e =
K3\ T B 102201587 summmary b P
x Gocgle v | *Y Search = Moren - Signln %
x P~ mnsucn voru e B @ S v @ mac Cames

32 Favorees | i [ Suggested Sites v @) Web Siice Gallery

AKCP

Location: System Location
"8 summary

Host Name 4 ¥ | | Reading 4 ¥

Sensor Fiters
Sysiog Filless | @ Modue 1ADOOT64 Bodule Module 04000764 3 Hormal
| Syslog filter sttings are found here

Sondy:|Date >

Mumsee of display items per pags [10] =

System Log [ 33 messages )

1 20000106 10435:04  Tomperature Port § *C, status i Hormal
s e Fee 2 20000106 10:38:46 paratre Por 8 !

S DAy LopLavel 3 2000010610:41:58  Dusl Temperiturs Por § on Module DADOO764 15 26,0 *C, stutus 1 Normal

& Display Log Type 4 2000010610:41:59 Dol Humiddy Poct § on Module BAGDO7E4 15 56 % statis is Sormal

% Display SensorType 5 20000006 1091:55  Motuls 0AIO754 In anablad

® Dispiay Sensor Stabis §  2000010610:08:23  Hodele CADDOTSE Connection State on Module 0AD0O764 status is Mormal
7 20000106 10:03:29  Module 0AD0O784 is disabled

Applyfiier | | Clearfiter || ClearsSysiop || 8  2000010605:55:01 Temperature Port 8 s 27.5 °C, status is Hormal 7
9 20000105 16:18:52 @ 14 h 0 J

e o 10 20000100510:31:42  Temperature Post 8 is 27.5 °C, status = Hormal
Reload Syslog Inferval : 110 56CS. Apply System Log wi be reloaded n 84 seca

Once you have clicked the tab you will be able to select your filter results by altering various fields
of information contained within syslog filter window:-

Sysiog Fiiters

Sortby':;‘aﬂe—Li
Numhber of display items per page W
Advanced Filter By clicking on the “+”
- i sign, a drop down list

[# Display Log Type
® Display Notification of options will be come
# Display Sensor Type

# Display Sensor Status avallable.

[ Apply Filter ][ Clear Filter J[ Clear Sys Log ]

Reload Syslog Interval : |10 Secs.

By checking and un-checking various boxes within the Syslog filter window you can customize
your displayed results contained within the syslog filter.
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Syslog Filters

Sortby ;| Date v/

Number of display items per page | 10 %

Advanced Filter
= Display Log Level

Sorting options are found
in the drop down menu

ry contact Array
ual Temperature
lotion

y Sensor Status

HEEEEE

s
9
@
=

HEEEEXE

—_—
| Apply Filter Clear Filter Clear Sys Log

Reload Syslog Interval ; [10 Secs.

Various check boxes
can be ticked and
unticked to customize
your filter window

== Click here to save your
selections

Altering your reaload interval can be achieved by using the options shown below:-

Relead Syslog Interval

To change your reload interval enter a
new value here and click “Apply”

Once you have selected your preferred filter options, your new settings will be displayed in the
“System log Information” window found on the summary page:-
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3¢ Favorkes | 3 ed Stes w . @) Web Siice G

AKCP

ation; System Locatios
"8 summary

Sensof Fiters
Sysiog Filtess

Sotvy:[Date  |w
Mumoer of th=play iems per pags [10[+

Advanced Filtar
# Display Log Lavel
= Display Log Trpe
% Display SensorType
& Display Sensor Stalus

Apply fiser | | ClearFitter || Clear Sysiog

Reload Sysloginferal : (10 secs. Apply
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2

P S P Vi

sery v

Sound

200010106 10:45:04
200010106 10:38:16
200010106 10:11:59
200010106 10:11:59
2000M106 10:11:55
200010106 10:08:23
20000106 10:05:29
200001206 05:55:01
200010105 16:18:52
200001005 10:31:42

Search » | More »

s v @) musc - cames

AKCP securityProbe 5ES

Nottication

Tomperatura Port § i 27.5 °C, status i Normal
Dol Temperaturs Poct § on Module DAD00754 1s 26.0) *C, =tutys 18 Hormal
Cual Humidity Port § an Module BAGDO7E4 is 56 % status is Normal
Modula 0AD00754 I6 anadiad
Hodule 0AD00T54 Connection State on Module 0A000764 status is Normal
Modula 0AD00784 is disablad
Temperature Port 8 Is 27.5 °C, status is Normal
Temperature Post 8 is 27.5 °C, status & Hormal

Syatem Log wi b réoaded in 57 e

_ Signln %

| m v Page~v Sefetyw Toolsw kv

Current System Tine: 06/01/2000
AppRcations

Syslog filter sttings are displayed
here
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7) Making my unit visible on the internet

So far the manual has simply covered the basic set up. The setup we have just created will allow
you to access your unit on a Local Area Network (LAN), monitor via the web based interface or
with SNMP traps.

However, what if you wish to be able to remotely access your unit from anywhere in the world?
This is possible; however, the following steps are only an outline guide. Your exact setup and
configuration will often depend on your network equipment. You are going to need access to your
router, if you are using one, and knowledge of whether your IP address is static or dynamic.

1) Simple setup

a) Lets imagine that your unit is connected to a router on your network, and the following IP
addresses are assigned.

Your units IP address is the default 192.168.0.100.
Your computers IP address is 192.168.0.200
Your routers IP address is 192.168.0.300

b) To find out your routers external IP address go to www.whatsmyip.com

Lets imagine your routers external IP address is 278.67.04.09

¢) You now need to setup port forwarding on your router. This varies depdning on your routers
model. Generaly you need to point your browser to your routers IP address (in this case
192.168.0.300). This will then allow you to log into your routers administration interface. You can
find how to go about doing this for your router on www.portforward.com For an example of how to
do this for a commonly used router follow this link :-
http://www.portforward.com/english/routers/port_forwarding/Linksys/WRT54G/HTTP.htm

You need to setup your routers HTTP forwarding to port 80. This will then mean when you access
your router using the external IP address you will be forwarded to your units internal IP address.

d) To test this, open your web browser, and go to your external IP address (in our example
278.67.04.09). If your using a dynamic IP address, its best to check it again before doing this as it
may have changed since the start of this tutorial.

e) To make this easier you could use a dynamic DNS (Dynamic Name Server). This means you
no longer need to remember IP address’s or use www.whatsmyip.com to find out your IP
address. You will instead register a domain name (for example mysensorProbe2.homeip.com).
This will then automatically point your routers external IP address (e.g. 278.67.04.09). This will
require you to register the domain name and open an account with a DNS server provider. We
recommend www.dyndns.com as they allow up to 5 free domain names to be registered.

f) If you have set everything up correctly you will now be able to access your unit from anywhere
in the world by simply pointing your web browser to your DNS address.
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FAQ & Trouble Shooting

1) | cannot see the temperature sensor displayed on summary page

2) | can not access my units web based interface

3) What do my LED lights mean?

4) | have forgotten my units IP address

5) | have forgotten the password for my unit

6) Can | use DHCP to assign my units IP address?

7) How do | set up my routing table?

8) How can | change my administrator password?

9) What functions do different types of notifications provide?

10) Can | connect my unit via WiFi?

11) What is the heartbeat message?

12) What is the Network Sniffer?

13) Can | use the unit to make video conferencing calls?

14) My securityProbe unit will not seem to boot up normally and the LED’s are circling
around counter clockwise what should | do?

15) After I finished the firmware upgrade | don’t see any sensors connected to my unit in
the web interface any longer. What could be the problem?

16) | just noticed this “Mega SPI Error” in my securityProbe’s web interface. What is the
problem? How do | clear this?

17) | am seeing “Database Locked” errors entries in the syslog on my securityProbe unit,
what should | do?

18) My securityProbe unit keeps rebooting after | updated a firmware update failure.
What happened and what can | do?

19) | have some problems with securityProbe. The following things are not working:
When setting a virtual sensor online, the ,,Configuration “button is missing (several
browsers tested) The Restore Original Settings® is not working Clear All User Data
and Restore Original Settings* is not working

20) | am having problems with the unit but not sure what to do next?

21) On your specs it shows the same resolution on both HD and non HD camera’s. What
is the difference?

22) What are the differences between the securityProbe 5E, the securityProbe 5ES and
the securityProbe 5E?

23)How long can the cameras be extended?
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——heedfrem-you? (not applicable to this model)

o-the BN RG-6

2 (not applicable to this model)

27) Is this option a separate board or unit similar to your expansion units?

28) If | order this option will | be able to connect other types of third party cameras as |
did with my SEC-5E?

29) | noticed on the data sheet the 5ESV now ships with 2 expansion ports instead of 4.
Does reducing the expansion ports also reduce the total number of sensors that can
be connected to the SEC-5E?

30) Can | add my own SD flash card to the unit? If so how large can | use and what is
then stored on the SD card?

31) I noticed you have a different firmware for the securityProbe 5E and the SEC-5ES
base units, will there be another separate firmware for the SEC-5E?

32) Speaking of firmware, do | need a separate firmware version or file if my unit has the
X20 or X60 dry contact inputs? For example my SEC-5ES-X20 or my SEC-5E-
X607

33) Can | still use the same USB modems that worked or work on my securityProbe, my
SEC- 5E and 5ES base units?

34) Will all the sensors that work on my SEC, SEC-5E, SEC-5ES work on the new SEC-
5E base unit?

1) I cannot see the temperature sensor displayed on summary page

If after logging in for the first time with the temperature sensor connected, you may need to do
the following:-

Acsir

Next click on apply filter. The temperature sensor should then be displayed in the list of
connected sensors.
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2) | cannot access my units web interface

If you’re having issues with network connectivity, first ensure that the link100 LED is lit on the
front display of the unit. If this is not lit then you have no network connection present. If this is
the case then ensure the following :-

1. If connected directly to a PC ensure a good quality crossover cable is being used

2. Ensure a standard CAT5 Ethernet cable is being used to connect to your network
3. See below for more trouble shooting on this.

3) What do my LED lights mean?

The following diagrams show what the various LED displays mean.

LED patterns in Normal Mode

then

1
Status &
Cnline @
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LED patterns in Safe mode

then Status
Online

Status |
Online
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LED patterns in Recovery mode

then

LEDs run clockwise after the power is connected.
From left to right each LED indicates

1st LED: U-Boot init

2nd LED: Kernel loaded with good CRC

3rd LED: Board init

4th LED: Serial port

5th LED: Ethernet

6th LED: NOR Flash

7th LED: NAND Flash

8th LED: Root file-system mounted. Starting init process

After the root file-system is mounted, all green LEDs will be flashing, and red LEDs light
increasingly from left to right. The onboard web-server can be accessed during this time and
shows a splash screen with boot details. After the boot process is finished the LEDs show the
status of the online sensors.
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4) | have forgotten my units IP address

If you have forgotten the IP address of your unit then you can simply press the rest button on
the back of the unit. This will then announce the IP address through the units internal speaker.

5) I have forgotten the password for my unit.

Hold down the reset button for 12 seconds. This will turn off the use password feature for the
web based interface. This will remain turned off until you hold the button down for a further 12
seconds, or the unit announces “Now turning off password checking”.
Note: This will turn off the password checking for accessing the web interface only; you still have
to enter the password when access the system via telnet.

6) Can | use DHCP to assign my units IP address?

Yes, you can use DHCP to assign the IP address. The unit ships with this disabled. Therefore
to turn it on you need to log into the web interface and navigate to the Ethernet settings by way
of clicking the “security” tab, “Ethernet Network” and then clicking on the YES button for “Use
DHCP”.

AKCP AKCP securityProbe 5ES

Location: Systam Location Currant System Time: 07/81/2000 12:50:38
3 y ap Sansors ficati gt Applcations Halp

Defauitinterface V! Use this infesface as defaull gateway

| = cesera Click yes to activate DCHP [[Usethce ~ves 8 ho
1P Address  10.1.5.87

= Comnectaty
Submet Mask  255.245.255.0

Gatsway IP Address (101,55
Domain ame Server 10155
Ethernet MACID  10-0B.0C-00-54-5C
Ethernat Mo Moda  100basaT»-£0, negotiated, ink ok

SHMPTmps
_Save | [ Reset |

Dt Mot [

Dial.Oct Modem
DoeaVPH Client
Sefial 1o Network Proxy

Seqverlnfeqation
3 System Administiator

This page silows the system IP setings to be
configurats canirally iy DHGP of manuaiy

|
Note: If the unit has a static IP address assigned it will no longer send out DHCP requests. If you
later wish to turn DHCP back on you can do that using the Web based interface.

7) How do | set up my routing table?

*To set up the routing table, open a DOS window (start, run type command press enter) and at
the command prompt enter.
>route add 192.168.0.100 10.1.1.20

Where 10.1.1.20 is the IP address of the Ethernet interface on the PC that the unit is plugged
into with the crossover cable.
Now ping* 192.168.0.100 to see if the connection was successful.

8) How can | change my administrator password?

If you wish to make your unit more secure and change the administrator password from the
default (public) to your own choice follow these steps :-

A) Log into your unit using the default password.

B) Point towards the settings tab.
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AKCP AKCP securityProbe 5ES

Location: Systom Location Current System Time: 070112000 12:67:98
Suinmary Sound Log Sensors Hotification Access Control Settinge Applications Help
User & Group Management

| L 1. Click “Settings"
= Gooaral
| & comnectity Goou e A Y| Descrpiioe
Senerlitearation Admin * Administrator Bulitin account for administrator 60
| = systom Admisistrator Uges Usar Builtin account for user 60
BabSmith System Guest Guest 60
Password Checking
* Cannot remove.
[ atd | [ Remove | [ Propenies |

Hoarthestiassanes 2. Oe€lecCt this opfion

Thiz page alws enading, creabon and
changing of Ine U2er and Admin passwora

T ——

B1991 - 2000 AKCP AN rghts resarved

C) Click on properties which will bring you to the following page:-
/'KCP AKCP securityProbe 5ES

Location: System Location Currant System Time: 071012000 12.56:42
Semmary Sound Log ENS00s Notification Act ntrol Seings Applications Help

User & Group Managemeant

e
b= S User Setup
| Seswverintegration Enler the user name. password, descniptian and then seledt the member of the graup.
= System Admimistrator
Password Craciing =
User & Groun Managamant o —————
User Neme  [11] User Cannot Change Password
System Maintenance
Password [sesese 1.Ch dh
e Combrn Bazsword: [sse 1 2hange passwora here
Syatem Log Descrpon [l
Heaikeat Meszaaes Login session tmeout (menutes| (60
T MemberotGroup [ AdiSiatar | Goto Glosn Setup

Thiz page aliows enablng, creabion and
thanging of the User and Admin password

— Com ] 2 Click here
— — — —nn

21041 - 2000 AKCP Al rights resarved

9) What function do the different types of notifications provide?

The notifications are used to notify you when a sensor reading has hit a certain preset “critical”
threshold. There are many ways you can be notified. They are as follows :-

SNMP Trap: This form of notification sends out a signal to your SNMP server.

E-Mail: This sends a notification via e-mail.

SMS: This sends an SMS message to your mobile phone.

MMS: This will send you a multimedia message to your mobile phone. This can include an
image captured from one of the sensor probes cameras.

Relay: The relay is used as a switch, for example it could switch on an air con unit if the
temperature reading of a temperature sensor reaches a certain threshold.

Alarm sound: This notification will sound an alarm.

Speech: Creates a text to speech notification.

Picture log: Creates an action where the camera logs a series of images when a certain event
happens.

Telephone call: Will call you and play a pre recorded message or a text to speech message.
Custom script: Allows you to load a custom script that runs on a sensor reading a pre set
parameter.

Fax: Will send a Fax to you with a notification message.
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Sound log: creates a log of sound captured with the internal / external microphone.

Siren and strobe: will activate a siren and strobe light.

Mobile access: Gives you the function of viewing the camera attached to your security probe
via your mobile phone.

Wake up / Shutdown: This will send a signal to wake or shut down a server.

If you require any assistance in setting up of these please contact us on support@akcp.com

10) Can | connect my unit via WiFi?

Yes you can connect the unit via WiFi. Simply plug a USB dongle into the USB port on the
rear of the unit. You then need to configure your connection type, and encryption key etc. You
do this from the web based interface in the settings tab and the connectivity option. The

dialoiue for confiiurini the WiFi is shown below.

Wireless Adapter & on O Off

Default Interface  [] Use this interface as default gateway
UseDHCP  Oves ®MNo
IP Address |192.168.0.10

Subnet Mask |255.255.255.0

Gateway IP Address |

Domain Name Server |
Wireless Mode (3 Infrastructure (Access point)

O Ad-hoc ch
Wireless SSID |

Encryption Mode &) Disabled O 64bit WEP
Link Status Mot connected
0%
Signal Strength [ ME—

11) What is the Heartbeat message?

This setting is to have the securityProbe notify you it is still running. You can be notified by
either SMS, traps, Custom Scripts or by e-mail:

Alive Trap settings: Send Keep Alive Traps (Default Off): Select on if you want the system to
send Alive Traps.

Destination: enter the IP address of the server to send traps to.

Community: SNMP community string.

Resend Interval (mins): The period of time between each keep-alive trap. Values range from 1
to 65535 minutes.

12) What is the network sniffer

The Network Sniffer application can be used to capture network packets running to and from
the securityProbe, and all the network traffic. You can then import the captured file into
Ethereal or TCP dump for details of these network packets. The network trace will help in
debugging any network problems; for example, if e-mail cannot be sent.

13) Can | use the camera for a video conferencing call?

Yes it is perfectly possible to use the camera and the integrated microphone to make a video
conferencing calls. To do this you need the software called “OpenPhone” running on your
computer. This is included on the CD ROM that came with your unit. (Look for
OpenPhone.exe). Next follow these steps:-
1. [Initiate connection from OpenPhone (PC) to securityProbe.
a) Open the program by double clicking "openphone.exe"
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b) Click the "Make Call" button, enter the IP address of the
sensorProbe8Linux/cameraProbe8 to initiate a call in the "Address" field. Then, click
llokll

¢) The unit will automatically respond to a call and establish the connection. You will
then see the video, and hear sound from the unit.

2. Initiate connection from a securityProbe to OpenPhone (PC)
a) Open the program by double clicking "openphone.exe"
b) On the web interface, click on the Applications tab, and click on Video
Conferencing.
c) select the "Call to" option and enter the IP address of the PC running OpenPhone.
Click "Save". to discover your computers IP address in the command prompt type
“ipconfig”
d) On the OpenPhone application, click "Answer" to accept the call.
3. Connection between two sensorProbe8Linux/cameraProbe8 (only voice conference).
a) On the web interface of the calling sensorProbe8Linux/cameraProbe8, click on the
Applications tab, and click Video Conferencing.
b) On the right pane, select the "Call to" field and enter the IP address of the receiving
sensorProbe8Linux/cameraProbe8 into this field. Click "Save"
c) The connection should automatically establish.
You can end the video conference call by doing the following:-
1. End the call on OpenPhone (PC): to end call, click the "Hang Up" button on the OpenPhone.
This method can be used to end the call between the system and OpenPhone.
2. End the call on the unit: From the web interface, click on the Applications tab and click on
Video Conferencing. On the right pane, select "End call and wait for a new incoming call"
option. Then, click "Save"

14) My securityProbe unit will not seem to boot up normally and the LED’s are circling
around counter clockwise what should | do?

Leave the power connected to the unit and let it sit for 30 minutes without pressing the safe
mode button and it should boot back to normal mode. If it does not then please follow the
instructions on page #16 of this manual.

15) After | finished the firmware upgrade | don’t see any sensors connected to my unit in
the web interface any longer. What could be the problem?
Ether the update did not completely finish for some reason or your browser has a java script
error. First try to clear your cache on your browser, then do a Ctrl + F5 (refresh).
If the sensors still do not show then re-run the firmware update once more.

16) | just noticed this “Mega SPI Error” in my securityProbe’s web interface. What is the
problem? How do I clear this?

The Mega SPI Error is caused by a faulty connection between the main board and the Mega SPI
board that is mounted underneath the mainboard and has the sensor ports.

This error can cause the sensors to not be visable as well.

The first thing to try is to re-flash the unit with the latest firmware on our web site, then power
cycle the unit. If the unit still has this problem, then you can remove the power from the unit, open
the case and re-seat the cables that connect the main board to the Mega 10 board. If you still
have the same error please contact support and provide the MAC ID of the unit.

17) I am seeing “Database Locked” errors entries in the syslog on my securityProbe unit,
what should | do?

First navigate to the Settings >> System Administrator >> System Maintenance page, then run
the “Backup All Settings To Backup File”. Now run the “Clear All User Data and Restore Original
Settings” keeping the network settings. After the unit has been reset you can upload the backup
config file using the “Restore All Settings From Backup File”.
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18) My securityProbe unit keeps rebooting after | updated a firmware update failure. What
happened and what can | do?

It sounds like the data base on the unit has been corrupted. Please use this version of firmware to
update the unit. Which updating the unit please use the following procedures;

Do a complete reset back to factory default settings and a firmware re-flash.

First download the latest version of the firmware from our web site.

Here are the procedures:

First create a backup config file on the unit from the web interface.

Then run the firmware update and choosing the "Clear All User Data and Restore Original
Settings" from the "System Maintenance" drop down menu.

After the firmware update is completed they can restore the backup config file.

19) | have some problems with securityProbe

The following things are not working:

When setting a virtual sensor online, the ,,Configuration® button is missing (several
browsers tested) The Restore Original Settings“ is not working

»Clear All User Data and Restore Original Settings“ is not working

The problem is most likely some files are missing or have been corrupted on the unit. Please try
the following stepst;

1. backup the settings buy creating the backup config file

2. boot to recovery mode. Push and hold in the reset button while powering up the unit.
3. Choose the “clear all setting in recovery mode”

4. install the firmware again.

5. restore with the backup file in normal mode.

20) I am having problems with the unit but not sure what to do next?

Please email support@akcp.com and include the following detailed information in your email;
Note: The more details you can provide the easier and faster we can provide you with a
resolution, so please be as detailed ad possible.

The details of the problem, condition of the LED’s etc.

What you did to determine the unit has this problem

Was there anything done to the unit prior to having the problem?

Did the unit always have this problem, if not when did this start?

Do you have more than one unit having the same problem?

What did you do to try and fix the problem?

What version of firmware is running on the unit? Did you try and upgrade it?
Include the backup configuration file from the unit.

If you can put the unit online this would be the fastest way for us to solve the
problem.

10. What is the MAC ID of the unit.

CoNoORA~LONE

21) On your specs it shows the same resolution on both HD and non HD camera’s. What
is the difference?

The difference is the HD Cameras provide a a true digital image with enhanced clarity of the

overall image. Resolutions are set to 640x480 to carefully balance image resolution and network
bandwidth usage.

22) What are the differences between the securityProbe 5E, the securityProbe 5ES, the
5ESV and the securityProbe 5E?
The securityProbe 5E has all the features of the previous generation SEC-5E base unit. The main
differences are:

e |t uses a newer and better design that is less susceptible to EMI interference.
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e |t uses a newer and better processor than the 5E, the iMX25.

e |tis configured with the NAND flash on board instead of the SD flash for its main
Operating System memory. But still has the SD flash for extended picture and sound
storage.

e The difference between the 5ESV and the SESVA unit is the 5E uses the BNC type
coaxial camera connection where the 5SESV units use the USB type.

e The new PTDC is IR or night vision capable

The difference between the lower cost SEC-5ES and the SEC-5E is the 5ES unit does not
include video where the 5E unit does support video. The 5E does not support software camera
motion detection. Please use the IR motion sensor for motion detection.

25) Is this option a separate board or unit similar to your expansion units?
No this is not be a separate module, this is the same unit and case only the main board and back
panel are different to provide the RG-6 BNC Digital camera connection inputs.

26) If | order this option will | be able to connect other types of third party cameras as | did
with my SEC-5E?

Yes, the SEC-5E unit with the RG-6 BNC option will continue to support other third party cameras
as long as they use the standard PELCO-D protocol and are within the previous specifications
that worked with the SEC-5E base units.

27) I noticed on the data sheet the 5E now ships with 2 expansion ports instead of 4. Does
reducing the expansion ports also reduce the total number of sensors that can be
connected to the SEC-5ESV?

No, the SEC-5E unit will still support 500 sensors with the 2 expansion ports.

28) I noticed the the 5ES and 5E unit are now shipping without the SD cards inserted in the
slot on the front panel. Did you forget to include them?

No, the units are now shipped as the NAND type setup where the operating system, settings,
sensor data and other information is now stored on board in the NAND flash memory instead of
the SD flash cards.

29) Can | add my own SD flash card to the unit? If so how large can | use and what is then
stored on the SD card?

Yes, you can add your own SD flash card up to a 16GB. The picture and sound logs are stored
on the SD flash. There is no setting that needs to be done, you can just insert the card and when
the 128MB memory on the unit is full it will automatically begin storing the picture and sound logs
on the SD flash.
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30) I noticed you have a different firmware for the securityProbe 5E and the SEC-5ES base
units, will there be another separate firmware for the SEC-5E?

No, the SEC-5ES and the SEC-5E units both use the same iMX25 processor so they will use the
same firmware update file.

31) Speaking of firmware, do | need a separate firmware version or file if my unit has the
X20 or X60 dry contact inputs? For example my SEC-5ESA-X20 or my SEC-5E-X60?

No, since all the units with the extra X20 and X60 dry contact inputs use the same iMX25
processor they use the same firmware update file.

32) Can | still use the same USB modems that worked or work on my securityProbe, my
SEC- 5E and 5ES base units?

Yes, as long as your firmware is updated on the unit, the SEC-5E will support all the same
modem types as the previous generation of units.

33) Will all the sensors that work on my SEC, SEC-5E, SEC-5ES work on the new SEC-5E
base unit?

Yes, all the sensors are supported on the previous generation of SEC and SEC-5E base units will
continue to be supported on the new 5E base units.

This concludes the securityProbe 5E User Manual.

Please contact support@akcp.com if you have any further technical questions or
problems setting up your modem or your alerts.

Thanks for Choosing AKCess Pro!
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